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Module 1

Cyber Crime and Cyber Hygiene

Q1. What is the primary purpose of an operating system?
A. To create websites
B. To manage hardware and software resources
C. To provide internet connectivity only

D. To protect against viruses only

Q2. Which of the following is an example of an input device?
A. Monitor
B. Printer
C. Keyboard
D. Speaker

Q3. What does LAN stand for?
A. Local Access Network
B. Local Area Network
C. Large Area Network
D. Logical Area Network

Q4. Which device is primarily used to connect multiple devices within a LAN?
A. Router
B. Switch
C. Modem

D. Repeater

QS. How many layers are present in the OSI model?

A. 4
5
C.6
7

Q6. Which OSI layer is responsible for logical addressing and routing?
A. Physical Layer
B. Data Link Layer
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C. Network Layer
D. Transport Layer

Q7. Which protocol is connection-oriented?
A. UDP
B. TCP
C.1pP
D. ARP

Q8. What is the primary function of DNS?
A. Assigning IP addresses automatically
B. Translating domain names into IP addresses
C. Encrypting network traffic

D. Filtering network packets

Q9. Which protocol is used to automatically assign IP addresses to devices?
A. DNS
B. HTTP
C. DHCP
D. FTP

Q10. What is the default port number of HTTPS?
A.21
B. 80
C. 443
D. 25

Q11. Which of the following is a private IPv4 address?
A. 8.8.8.8
B. 192.168.1.10
C.1.1.1.1
D. 172.40.10.5

Q12. What is the size of an IPv4 address?
A. 16 bits
B. 32 bits
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C. 64 bits
D. 128 bits

Q13. What is the primary function of a MAC address?
A. Identifying a network interface at the Data Link Layer
B. Identifying a website
C. Encrypting network communication

D. Assigning domain names

Q14. Which protocol is used to map an IPv4 address to a MAC address on a local network?
A. DNS
B. DHCP
C. ARP
D. ICMP

Q15. Which command is commonly used to test network connectivity?
A. mkdir
B. ping
C. copy

D. format

Q16. What is the main purpose of a router?
A. To print documents
B. To connect different networks and forward packets
C. To store files

D. To scan computers for viruses

Q17. What is the purpose of subnetting?
A. To increase monitor resolution
B. To divide a network into smaller logical networks
C. To encrypt data
D. To increase CPU speed

Q18. Which technology allows multiple isolated virtual machines to run on one physical

computer?

A. Switching
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B. Virtualization
C. Routing
D. Subnetting

Q19. Which command-line tool is used to display IP configuration in Windows?
A. ipconfig
B. ifconfig
C. chmod

D. netstat

Q20. What is the primary purpose of a VLAN?
A. To increase internet speed automatically
B. To logically segment a network into separate broadcast domains
C. To replace routers

D. To assign public IP addresses
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Module - 2
Social Media Threats & Cyberbullying

1. What is the main objective of a romance scammer?

A. To make friends

B. To steal money or personal information
C. To play online games

D. To promote movies

2. Which of the following may be a sign of online grooming?

A. Asking about hobbies

B. Asking for private photos or secrets
C. Sending memes

D. Talking about school

3. How do romance scammers usually build trust?

A. By showing genuine ID proof

B. By pretending to be in love and giving emotional attention
C. By meeting in person immediately

D. By always sending gifts

4. Why might an online person repeatedly avoid video calls?

A. Their camera is always broken

B. They are shy

C. They may not be the person shown in their photos
D. They prefer messaging

5. What is a common red flag in a romance scam?

A. Correct grammar

B. Asking for money quickly
C. Normal conversation

D. Sharing hobbies

6. How does online grooming often begin?

A. By gradually building friendship and trust
B. By asking for a bank password

C. By meeting the parents
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D. By sending official documents

7. What do fake giveaway scammers usually make victims do?

A. Pay a processing fee
B. Collect a free gift

C. Visit a park

D. Join a study group

8. What do cryptocurrency scam promotions usually claim?

A. Low returns

B. Guaranteed very high profits
C. Normal market growth

D. Slow investment

9. What is often used in impersonation scams?

A. Only verified accounts

B. Slightly altered usernames
C. Government websites

D. School IDs

10. In which situation is a giveaway more likely to be fake?

A. It claims to offer a big prize without reliable proof
B. Previous winners are verified

C. Information is available on the official website

D. The terms and conditions are clear

11. What does reverse image search help with?

A. Finding phone numbers

B. Checking whether a profile photo has been taken from somewhere else
C. Improving image quality

D. Creating new pictures

12. What can a username lookup help you find?

A. A person's home address

B. Other online accounts using the same username
C. Mobile recharge offers

D. Offline location
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13. What information can a photo's metadata provide?

A. Weather information
B. Hidden information such as the date or time the photo was created
C. Movie files
D. Shopping history
14. Which may be a behavioural red flag of a fake profile?
A. Posting everyday photos
B. Sending the same messages to many people
C. Having old posts
D. Being tagged with family or friends

15. What may commonly be seen in a fake account?

A. Very few posts and an account created recently
B. A long and regular history

C. A real-life network

D. A record of old activity

16. What should you do if an unknown person repeatedly sends harassing messages on social media?

A. Give them your personal information

B. Block and report them

C. Forward their messages to others

D. Continue the conversation
17. What is it called when someone creates a fake identity of another person on social media and sends
messages to others?

A. Impersonation

B. Data backup

C. Two-factor authentication

D. Account recovery

18. If your account is hacked, what is the first appropriate step?

A. Create a new account
B. Use the platform's account recovery option
C. Wait for two days

D. Share information with strangers
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19. How does two-factor authentication (2FA) help?

A. By making login faster

B. By adding a second layer of security
C. By automatically saving passwords
D. By hiding photos

20. If someone asks you for an OTP to participate in a giveaway, what should you do?

A. Share the OTP immediately
B. Share the OTP only with friends
C. Do not share the OTP and verify the offer

D. Also provide your bank password
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Module - 3

Identity Theft & Personal Data Leaks

1. What do cybercriminals do in credential stuffing?

A. Try stolen passwords on multiple websites
B. Clean computer screens

C. Create new email accounts

D. Increase internet speed

2. What can happen if a person uses the same password on several websites?

A. If one account's password is leaked, other accounts may also be at risk
B. All accounts become secure automatically

C. The internet stops working

D. The phone battery charges faster

3. Repeated failed login attempts from unfamiliar locations may indicate what?

A. A credential stuffing attempt
B. A normal software update

C. Photo backup

D. Online shopping

4. Which is a good habit for keeping online accounts secure?

A. Using the same password on every website
B. Using strong and different passwords

C. Sharing passwords with friends

D. Posting passwords publicly

5. Where might hackers obtain a person's old passwords?

A. From data breaches at other websites
B. From weather websites

C. From online game scores

D. From a phone screen

6. What does caller ID spoofing mean?

A. Changing your voice during a call
B. Displaying a fake number or identity in caller ID

C. Sending messages without a SIM card
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D. Turning off the phone ringtone

7. Whom might a person making a fake customer-care call pretend to represent?

A. A bank or telecommunications company

B. A school classmate

C. A delivery vehicle

D. A weather reporter
8. What should you do if someone claiming to be a bank employee asks for your OTP or PIN over the
phone?

A. Tell them your OTP or PIN

B. End the call and contact the bank using its official number

C. Read the OTP message aloud to them

D. Send them your password too

9. What is a safe way to verify a customer-care number?

A. Trust a number found in a social media comment

B. Get the number from the bank's or company's official website/app
C. Ask an unknown person for the number

D. Click any search advertisement

10. Why can caller ID spoofing make it easier to deceive people?

A. The call may display a number that looks like it belongs to a genuine organisation
B. The phone always switches off

C. The call audio is unclear

D. The mobile network becomes stronger

11. When does a personal data leak occur?

A. When information is securely backed up

B. When personal information is exposed without permission
C. When an app is updated

D. When a user changes a password

12. What type of information was reportedly exposed in the Domino's India data leak?

A. Customers' phone numbers and addresses
B. Pizza recipes

C. The price of delivery bikes
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D. Store rent

13. What type of user information was included in the BigBasket data leak?

A. Email addresses, passwords and phone numbers
B. Only grocery store timings

C. Only product prices

D. The colours of delivery vehicles

14. What type of information was exposed in the Unacademy data leak?

A. Users' email addresses and passwords
B. Examination centre buildings

C. Teachers' holiday lists

D. Classroom seat numbers

15. What risk may a person face after a data leak?

A. An increased risk of scams and spam messages
B. Increased internet speed

C. Increased phone memory

D. All accounts automatically closing

16. What risk may arise from scanning a suspicious QR code?

A. It may open a website designed to steal personal information
B. The phone becomes secure automatically

C. The battery gets charged

D. The screen brightness increases

17. What should you do if an unfamiliar website opens after scanning a QR code?

A. Immediately enter your bank details

B. Do not proceed without checking the website
C. Enter your OTP

D. Forward the link to all your friends

18. What should you remember to avoid QR-code payment scams?

A. You must always enter a PIN to receive money
B. Check the recipient and amount before paying; do not share your PIN/OTP
C. Every QR code is safe

D. Make payments as instructed by strangers
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19. Which is the safest choice when scanning a QR code?

A. A QR code on any unfamiliar poster

B. A QR code from a trusted and verified source
C. Any QR code displayed on the street

D. A QR code sent in an unknown message

20. What risk may arise if someone pastes a fake QR code over a genuine one?

A. The payment may go to the wrong account or a fake link may open
B. The phone screen may break
C. The mobile battery may increase

D. Contacts may be saved automatically
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Q1.
A.
B.
C.
D.

Q2.

Module - 4

Online Financial Frauds & Digital Payments Security

What is an online financial fraud?

Secure online shopping

Cheating someone to steal money through digital platforms
Checking bank balance

Paying electricity bills online

What is the full form of UPI?

A. Unified Payment Interface

. Unified Payments Interface

. Universal Payment India

D. Unique Payment Identification

. What should you do if someone asks for your UPI PIN to receive money?
. Share the PIN

. Send the PIN through WhatsApp

. Never share your UPI PIN

D. Share only the first two digits

. What is phishing?
. A method of online shopping
. A fraud technique used to steal sensitive information through fake messages or websites

. A secure banking method

D. A method of transferring money

. What is an OTP?
. One-Time Password
. Online Transfer Process

. One Transfer Payment

D. Official Transaction Password

Q6.

Should you share your OTP with anyone?

A. Yes, with bank employees

B.

Yes, with friends
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C. Only over phone calls
D. No, never share your OTP

Q7. Which of the following is a secure practice while making online payments?
A. Using public Wi-Fi for banking
B. Sharing card details with strangers
C. Using trusted and secure websites

D. Clicking unknown payment links

Q8. What is a QR code commonly used for in digital payments?
A. Scanning and making payments
B. Increasing mobile storage
C. Blocking phone calls

D. Downloading antivirus

Q9. What should you do before scanning an unknown QR code?
A. Scan it immediately
B. Verify the source and purpose
C. Share it with friends

D. Enter your banking password

Q10. What is a common sign of a fake banking message?
A. It provides official information
B. It asks you to click an unknown link urgently
C. It comes through your bank's verified application

D. It provides a bank branch address
Q11. What is a debit card used for?
A. Withdrawing money and making payments from a bank account
B. Creating social media accounts
C. Sending emails
D. Increasing internet speed
Q12. What is card skimming?
A. Cleaning an ATM screen

B. Stealing card information using a hidden or unauthorised device
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C. Depositing money into an ATM

D. Checking account balance

Q13. Which information should never be shared publicly?
A. Your favourite colour
B. Your bank account balance
C. Your ATM PIN and OTP

D. Your city name

Q14. What should you do if your mobile phone containing banking apps is lost?
A. Ignore it
B. Inform your bank and block access to banking services
C. Share your phone password online

D. Wait for someone to return it

Q15. What is a fake customer care number scam?
A. Calling an official bank number
B. A fraudster pretending to be customer support to steal information or money
C. Checking bank details

D. Receiving a bank statement

Q16. What should you do if you receive an unknown payment link?
A. Click it immediately
B. Forward it to everyone
C. Verify the sender before opening it
D. Enter your UPI PIN

Q17. What does a strong banking password contain?

A. Only your name
B. Your date of birth
C. A combination of letters, numbers and special characters

D. Only 123456

Q18. What is the purpose of two-factor authentication (2FA)?
A. To increase internet speed

B. To provide an additional layer of security
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C. To delete bank records

D. To avoid all banking charges

Q19. What should you do after noticing an unauthorised transaction in your bank account?
A. Ignore the transaction
B. Wait for one month
C. Immediately contact your bank and report it

D. Share your OTP with customer care

Q20. Which official helpline number can be used to report cyber financial fraud in India?
A. 100
B. 101
C. 1930
D. 108
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Module — 5 Women & Child Online Safety

Question 1. What does the term Digital Landscape refer to?
a) Using computers only
b) The environment of the internet, digital devices, and online platforms
c¢) Using mobile phones only

d) Using social media only

Question 2. What is the primary objective of online safety?
a) To stop using the internet
b) To delete social media accounts
c) To protect personal information and digital identity

d) To register on every website

Question 3. Which of the following is a common online threat?
a) Phishing
b) Online education
c¢) Video conferencing
d) Digital payment
Question 4. What should you do if a stranger sends you a suspicious link on social media?
a) Open it immediately
b) Forward it to all friends
c¢) Enter your personal information

d) Avoid opening it and report the suspicious link

Question 5. What precaution should be taken while sharing personal information on social media?
a) Publicly sharing your home address
b) Sharing only necessary information
c¢) Sharing bank details
d) Sharing passwords

Question 6. What is cyberbullying?
a) Providing online education
b) Shopping safely on the internet

c) Harassing or humiliating someone through digital platforms
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d) Sharing photographs on social media

Question 7. What is the most appropriate action when someone experiences cyberbullying?
a) Preserve evidence and report it to the relevant platform
b) Threaten the person in return
¢) Immediately delete all messages

d) Publish personal information online

Question 8. Which of the following may be a sign of cyberbullying?
a) Increased interest in online studies
b) Making new friends
c¢) Improved internet speed

d) Feeling anxious or distressed after online activities

Question 9. What does cyberstalking mean?
a) Searching for educational content online
b) Repeatedly following or monitoring someone through digital platforms
c) Playing online games

d) Having normal conversations on social media

Question 10. What is a common objective of fake matrimony and dating scams?
a) Providing online education
b) Making new friends
¢) Fraudulently obtaining money or personal information

d) Promoting digital literacy

Question 11. What is the best way to protect children from online dangers such as the Blue
Whale and Momo challenges?

a) Maintaining appropriate supervision and awareness of children's online activities

b) Encouraging children to communicate with strangers

c) Ignoring all suspicious messages

d) Allowing children to use the internet without supervision

Question 12. Which of the following is an example of personal information?

a) General weather information

b) Public news
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c) General educational articles

d) Home address and mobile number

Question 13. What should users do to maintain online privacy?
a) Share passwords with everyone
b) Use strong passwords and privacy settings
c¢) Make all social media posts public

d) Send personal photographs to strangers

Question 14. What should parents do to protect children's online privacy?
a) Allow children to share information freely on all websites
b) Make children's passwords public
c) Use age-appropriate safe platforms and parental controls

d) Ignore children's online activities

Question 15. What should you do if you suspect a hidden camera in a hotel room?
a) Examine the suspicious object or device, move to a safe place, and inform the appropriate
authorities
b) Break the camera immediately
c¢) Take the suspicious device home

d) Completely ignore the incident

Question 16. What should a person do when experiencing online harassment?
a) Share personal information with the harasser
b) Respond to threats with threats
c) Delete all evidence immediately

d) Preserve evidence, block the offender, and file a complaint

Question 17. What is a key characteristic of a safe online community?
a) Encouraging abusive comments
b) Promoting respectful behaviour and safe communication
¢) Making personal information public
d) Ignoring cyberbullying
Question 18. What should users do when they encounter harmful content on an online platform?

a) Spread it to more people
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b) Share it without verification
c) Report it through the platform

d) Provide personal information in response

Question 19. Which is an effective way to improve online safety awareness?
a) Regular cybersecurity awareness training and education
b) Completely stopping internet usage
c¢) Sharing passwords
d) Opening suspicious links
Question 20. How can users build a positive online community?
a) By harassing others
b) By spreading misinformation
c¢) By using abusive language

d) By promoting respect, responsibility, and safe behaviour
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Module — 6 Dark Web, Cyber Terrorism & Illegal Activities

Question 1. What is the Dark Web?
a) The normal and publicly accessible part of the internet
b) A part of the internet that cannot be easily accessed through standard search engines
c) A collection of social media websites only

d) A collection of educational websites only

Question 2. Which browser is commonly used to access the Dark Web?
a) Google Chrome
b) Microsoft Edge
c¢) Tor Browser

d) Internet Explorer

Question 3. What is the main difference between the Deep Web and the Dark Web?
a) The Deep Web includes pages not indexed by standard search engines, while the Dark Web may
require specialized software or configurations
b) Both are exactly the same
c) The Dark Web is used only for government websites

d) The Deep Web is limited to social media only

Question 4. What is the primary purpose of the Tor network?
a) To increase internet speed
b) To encrypt files
c) To increase computer storage

d) To help maintain user anonymity and privacy while browsing

Question 5. In which year was Operation Onymous conducted?
a) 2012
b) 2014
c) 2017
d) 2021

Question 6. What was the primary objective of Operation Onymous?
a) To promote online education

b) To increase internet speed
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c) To take action against illegal Dark Web marketplaces and related activities

d) To create social media accounts

Question 7. Emotet is primarily known as which type of threat?
a) Malware and botnet
b) Antivirus software
c) Web browser

d) Data backup tool

Question 8. In which year was the international operation conducted to disrupt the Emotet

botnet?
a) 2015
b) 2017
c) 2019
d) 2021

Question 9. In which year did the WannaCry ransomware attack occur?
a) 2014
b) 2017
c) 2020
d) 2022

Question 10. What does Cyber Terrorism mean?
a) Performing normal online shopping
b) Sharing photographs on social media
c) Attacking digital systems to create fear or disruption for political or ideological purposes

d) Providing online education

Question 11. Which of the following can be a potential target of cyber terrorism?
a) Critical government and public infrastructure
b) Personal photographs only
c) Entertainment websites only

d) Online games only

Question 12. Which of the following could be an example of cyber terrorism?

a) Creating a secure website
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b) Performing online banking
c¢) Updating software

d) Conducting a destructive cyberattack against a critical government network

Question 13. Which of the following is an example of illegal activity on the Dark Web?
a) Online education
b) Trading illegal goods and services
c¢) Government information portals

d) Digital libraries

Question 14. What types of activities may cybercriminals conduct on Dark Web marketplaces?
a) Providing online courses
b) Sharing public news
c) Trading stolen data and illegal services

d) Promoting government schemes

Question 15. How can stolen personal data available on the Dark Web be misused?
a) Identity theft and financial fraud
b) Online education
¢) Increasing internet speed

d) Creating data backups

Question 16. What does a botnet mean in cybercrime?
a) A secure computer network
b) A normal group of computers
¢) A group of antivirus tools only

d) A group of infected devices that can be remotely controlled by an attacker

Question 17. Which open-source resource can be useful for searching and monitoring
information related to the Dark Web?

a) Microsoft Word

b) Ahmia Search Engine

¢) Paint

d) Calculator
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Question 18. What is the most important safety precaution when investigating suspicious Dark
Web activities?

a) Downloading unknown files

b) Sharing personal information

c¢) Conducting only authorized investigations in a secure and controlled environment

d) Clicking suspicious links

Question 19. What can be the impact of Dark Web crimes and cyber terrorism on society?
a) Financial losses, security risks, and public fear
b) Increased internet speed
c¢) Automatic improvement in digital literacy

d) Improved data security

Question 20. Which is an effective approach to combating Dark Web threats and cyber
terrorism?

a) Ignoring cybercrimes

b) Sharing suspicious activities

c) Disabling security updates

d) Cybersecurity awareness, law enforcement, and international cooperation
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Module -7 Cyber Hygiene

Q1. What is Cyber Hygiene?
A. Cleaning a computer physically
B. Following regular practices to keep digital devices and information secure
C. Increasing internet speed

D. Installing games on a computer

Q2. Which of the following is a strong password?
A. 123456
B. password
C. Rahul123
D. R@h7#Lq92!

Q3. How often should you update your software and operating system?
A. Never
B. Only when the computer stops working
C. Regularly, whenever security updates are available

D. Once in five years

Q4. What is the purpose of antivirus software?
A. To increase screen brightness
B. To detect, prevent and remove malicious software
C. To increase internet speed

D. To create documents

QS. What should you do before clicking a link received from an unknown sender?
A. Click immediately
B. Forward it to friends
C. Verify the sender and check the link

D. Enter your password

Q6. What is Multi-Factor Authentication (MFA)?
A. Using multiple computers
B. Using two or more verification methods to access an account

C. Using multiple email accounts
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. Changing the computer password daily

. Why should you avoid using the same password for multiple accounts?
. It increases internet usage

. If one account is compromised, other accounts may also be at risk

. It reduces computer performance

. It deletes your files

. What should you do when leaving your computer unattended?
. Keep it unlocked

. Turn off the antivirus

. Lock the computer screen

. Share your password

. What is phishing?

. A method of securing a computer

. A cyberattack that tricks users into revealing sensitive information
. A method of backing up data

D.

A type of computer hardware

Q10. Why is regular data backup important?

A. To increase screen resolution

B.
C.

To recover data in case of accidental deletion, system failure or cyberattack

To increase battery life

D. To improve typing speed

Q11. Which of the following is a safe practice while using public Wi-Fi?

A. Accessing banking websites without protection

B.
C.

Sharing passwords over public Wi-Fi

Avoiding sensitive transactions on unsecured public Wi-Fi

D. Disabling all security settings

Q12. What should you do if you receive an unexpected email attachment?

A. Open it immediately

B.
C.

Download and execute it

Verify the sender before opening it
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D. Forward it to everyone

Q13. What is the purpose of a firewall?
A. To control incoming and outgoing network traffic
B. To increase storage capacity
C. To improve display quality
D. To delete temporary files

Q14. Which information should not be shared on social media?
A. Favourite movie
B. Public news
C. Passwords, OTPs and sensitive personal information

D. General hobbies

Q15. Why should you download applications only from trusted sources?
A. To get more advertisements
B. To reduce the risk of installing malicious applications
C. To increase phone weight

D. To improve camera quality

Q16. What should you do if you suspect that your email account has been hacked?
A. Ignore the situation
B. Share your password with friends
C. Change your password immediately and enable MFA

D. Delete all your contacts

Q17. What is the purpose of screen lock on mobile phones?
A. To increase internet speed
B. To prevent unauthorised access to the device
C. To increase storage

D. To improve camera performance

Q18. Which of the following is an example of sensitive personal information?
A. Favourite sport
B. Favourite colour

C. Bank account details and identity information
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D. Favourite television programme

Q19. What should you do before connecting a USB drive received from an unknown person?
A. Open all files immediately
B. Scan it using updated security software
C. Disable antivirus

D. Copy all files to your computer

Q20. Which of the following is the best example of good cyber hygiene?
A. Using weak passwords
B. Ignoring software updates
C. Regularly updating devices, using strong passwords and taking data backups

D. Sharing OTPs with others
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Module - 8 Awareness Ransomware

Question 1. What is ransomware?
a) Software used to improve system performance
b) Malware that encrypts files and demands ransom
c¢) Software used for data backup

d) Antivirus software

Question 2. What is the primary objective of ransomware?
a) To improve network speed
b) To delete temporary files
c¢) To monitor system performance

d) To restrict access to data and demand money

Question 3. Which of the following is a type of ransomware?
a) Crypto ransomware
b) Firewall ransomware
c) Browser ransomware

d) Backup ransomware

Question 4. Which of the following is a common ransomware infection vector?
a) Software updates
b) Data backup
c¢) Malicious email attachments

d) Antivirus scanning

Question 5. What is phishing in the context of ransomware attacks?
a) Tricking users into opening malicious links or sharing sensitive information
b) Encrypting backup files
c) Installing security updates

d) Monitoring network traffic

Question 6. What does RDP stand for?
a) Remote Data Protection
b) Remote Desktop Protocol

c) Restricted Data Process
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d) Real-time Data Processing

Question 7. Which security weakness can make RDP a target for ransomware attackers?
a) Using offline backups
b) Performing regular software updates
c¢) Using strong authentication

d) Exposing RDP to the internet with weak credentials

Question 8. What is a drive-by download?
a) Downloading files from a trusted website
b) Manually installing antivirus software
c) Downloading malicious software without the user's clear knowledge or consent

d) Creating a backup of files

Question 9. What is a major impact of ransomware on an organization?
a) Data unavailability and business disruption
b) Improved system performance
¢) Increased storage capacity

d) Improved network connectivity

Question 10. Which ransomware attack occurred globally in 2017?
a) NotPetya
b) WannaCry
c¢) CryptoLocker
d) LockBit

Question 11. What was a major feature of the WannaCry ransomware attack?
a) It only affected mobile phones
b) It improved system security
c) It spread across vulnerable Windows systems

d) It only targeted social media accounts

Question 12. What is another name for the AIDS Trojan?
a) WannaCry
b) CryptoLocker
c) LockBit
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d) PC Cyborg

Question 13. What is the primary purpose of regular security patching?
a) To fix known security vulnerabilities
b) To increase file size
c) To disable antivirus software

d) To remove user accounts

Question 14. Which password practice helps prevent unauthorized access?
a) Using the same password everywhere
b) Using strong and unique passwords
c¢) Sharing passwords with colleagues

d) Writing passwords in public places

Question 15. What should a user do after receiving a suspicious email attachment?
a) Open it immediately
b) Forward it to everyone
¢) Verify the sender and report the suspicious email

d) Disable the antivirus

Question 16. What is the primary role of Endpoint Detection and Response (EDR)?
a) To increase internet speed
b) To manage office attendance
c¢) To create user passwords

d) To detect, investigate, and respond to endpoint threats

Question 17. Why is network segmentation important for ransomware defense?
a) It limits the spread of malware across network segments
b) It eliminates the need for backups
¢) It increases password length

d) It disables network security

Question 18. What is the purpose of the 3-2-1 backup rule?
a) To maintain three user accounts
b) To install three antivirus programs

c¢) To maintain multiple copies of data on different media, including one offsite copy
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d) To create three network connections

Question 19. Why should organizations maintain offline backups?
a) To increase internet speed
b) To protect backup data from ransomware encryption
¢) To reduce employee attendance

d) To disable system updates

Question 20. Why are organization-wide cybersecurity awareness trainings important?
a) To increase unnecessary software installations
b) To eliminate the need for security tools
c¢) To allow employees to share passwords

d) To help employees identify and prevent cyber threats
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Module 1

Cyber Crime and Cyber Hygiene

1) ATRFET Rie F71 e ITT HT 82
a) ASTTIC FAMT
b) BTSATR 3R FIHC IR JITYA BT UL BT
¢) $IA ST FAfaeAS! U BT
d) had IIRY J GRET UG BT

2) Frafafed 7 @ o9-u1 39Ye fSagya 82
a) AR
b) flicR
o) PIaS
d) Wi

3) LAN &1 RT -9 §71 8?2

a) AIHd TR Hcdd

b) T d TRAT Aead
C)WWW
d) Tifolehd TRAT Aead

4) LAN ¥ %3 fSars<l & 31ug # s & foe Ty v I fory feargy &1 suan fean
SITdT 872

a) AT

b) g

c) AIgH

d) Rdtex
5) os1 Afsd ¥ fraHt dad gidl 82

a) 4

b)5
c)6
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d)7
6) OS1 ATed &1 HF-H AR Alfvidd TR 3R TfeT & forg orAgR it 82
a) fhfoTHd R
b) SeT fii TR
¢) 7eddh TR
d) THIUIe R

7) frafafed o 8 oH-91 FAa-3iifies mersid g2
a) UDP

b) TCP

¢) IP

d) ARP

8) DNS &1 {&I HT4 F718?

2) IP U39 P! GdTierd ¥4 ¥ SMdfed dH=AT

b) S AT ®I [P T3 & g

¢) edd ¢ftheh B! ThY BT

d) cad TP B ftheex HAT

9) fEarzY &1 WaIferd U § 1p USH &1 & AU 9 meispTa &1 IuanT forar s 82
a) DNS

b) HTTP

¢) DHCP

d) FTP

10) HTTPS FT fEHiee U1 TR T 8?2
a) 21
b) 80
c) 443
d) 25
11) FrafafEa & @ 19-971ugde 1Pv4 TS99 82

a) 8.8.8.8
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b) 192.168.1.10
¢) 1.1.1.1
d) 172.40.10.5

12) IPv4 TY BT HR a1 BT 82
a) 16 fae
b) 32 fae
c) 64 fae
d) 128 foe

13) MAC U39 &1 4= &1 A1 82

2) ST [ TR W Acdd 3chy P Ugd Bl

b) AENTSC P T BT
¢) e BB B TfhY BT
d) STH A9 3f7dfed BT

14) @Hd Aead | 1Pv4 T9T BT MAC TS 9 BY HA & ¢ f5 Wictela &1 SudiT far
ST 82

a) DNS

b) DHCP

¢) ARP

d) ICMP

15) Aeqd HAfdefad B A H1 & ¢ AP FHIS BT ITANT fHaT1 97T 82

a) MKDIR
b) PING
c) COPY
d) FORMAT

16) TSR 1 T &1 41 3?
a) Slegiic flie BT
b) 3ITT-3{CHT ed bl ST 3R Udbc RIS Bl

¢) PI3d TR HAT
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d) PR T IR b Bl

17) GE4fET T BT =G 18?2
a) AR BT XSlegRH g

b) T Acdd ®l Bl QNG "edd | (GRS BT
¢) ST DI THY BT
d) CPU &1 WIS d¢HI

18) HH-H TH1H T gl e TR R F3 AAT-AAT g IR0 Iaq &1 gfaen
adig?

a) fafdm

DEEERISERE]

c) =TT

d) gafeT

19) faSe # 1P HIFRPTRYA @1 & AT forg wHis &1 U fHur AT 82
a) IPCONFIG
b) IFCONFIG
c¢) CHMOD
d) NETSTAT

20) VLAN &1 & S ¥4 H1 8?2

2) SCXC DI WIS U Y TG

b) CaP B -3 FSHRE ST H fauTioTg Hxr
¢) 3R D! GXI A8 daa-

d) ufsdteh IP TS9 Sfrdfed drl
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Module - 2

Social Media Threats & Cyberbullying

1. I TR BT HH I3 1 BIell 82

A. IRl AT

B. U 91 G Td S RT R

C. 3{I-TelTg ¥ e

D. fireHl BT TR AT

2. JATTATE YT &1 HH-1 Hbd 81 Thdl 82
A. S0 & IR B g

B. (S tIet a1 TS WITT

C. H19 USHT

D. ¥bd & IR T &1 Al

3. A THHR HRIT - & FoT 317 AR IR &1 el 82

A. 3l ID Y fEma §

B. TR &1 AICH HRab HIaTHD & od &

C. Ta I forera &

D. §HRI SUER Hold §

4. g ST AT AfSTT HId B J TNAR H a9 Thell 62
A. HTRT GHRI TS BIT §

B. 98 YA §

C. 98 TR # fau 35 fda ¥ oreT g1 9hdl §
D. 39 A8 BT UHe §

5. T IHH BT AR XS TR T 52

A. T ST

B. STea! O T | AT

C. M= STt

D. 1% IS HAT
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6. SATTATS [T SRR [ IRE L= Bl 82

A. §R-¢R IRt 3R HRIT F1ER

B. §& UrIdS AT

C. Arar-far § fidex

D. JTIBIRS GXATdS HADHR

7. Tl FIG3d WhHR 3 IR W Hifsd T o1 Hard 82

A. TR B WRaEHT

B. §Ud JUGR I

C. OTeh ST

D. w3 U & Wit g

8. foh DY XohH IR 319 IR TR 1 <1aT HRd 87

A. HY e

B. TTRETS §gd 3Hi¥eh G

C. A HIdbe WY

D. diar fAax

9. SR I8 T SRR [T ITANT {531 ST 872

A. HId INBISS B3

B. TS §&d §UgeRH
C. BN ded1sC
D. THd ID
10. forer Uy & g sra Favctt 817 &1 STRIHT e Bl 82
A. ST WRIHTE TH10T & §'S 3919 &1 graT fohar 9
B. fUsd faciars &1 gfY &t
C. 3TABTRSD dTHZE W DRI Bl
D. e ok ot Wy
11. Rad <091 O forg 10 & Heg oral /7

A AR g1 |
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B. I8 SieH ® & MhTsd Bic $g! 4 ot 715 ¢ a1 g
C. 3OS P! D! GURA o

D. T8 TR T §

12. GoR-H & 3U ¥ &1 U T H Heg fHd Tl 82

A. fad BT 9= BT gdl

B. T81 JoR-Y SIWHTA 6 dTdl 3= a8 3hr3c
C. Hiagd Rarst 3w

D. ATBATS Alb R

13. AR BT TSl T SFPBRI ¢ Jhdl 22

A. TIH & STHSHRI

B. TR §94 & dRIE 1 JHY St GOt SR

C. dl Brgd

D. 4T 3wt

14, TH AT TIHTIA BT AT X8 W DHIH-I1 51 Fhdl 5?2
A. JISR] &1 HIe! ORE ST

B. Sgd I ATl &1 Th ol TS Vo1

C. /M URE BT

D. URAR I1 gl & W1y ST A1

15. B SBISC H 3HTH IR |R HH-UT 91 fe@Ts S qahell 572
A. S§d S URE 3R BT &1 & S T 3{HI3T

B. e 3R Fafia gfaem™

C. ARAMA Siia HT Acadh

D. R fafafeal &1 Rare

16. AfE DTS 3O Hfdd IR HISAT TR TR TR B a1 TG VTl 8, @l 1 HeAT
Bl

A. I G TSR ST

B. 39 s 3R RO A1
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C. IHD HaRT 3T N
D. STadId SR} &l
17. TR HifSa &R forelt afad &1 dhel! Ugd SHIHR GOl & Yol Horl 31 Hedldl g2

A. TOHHRE

B. ST 9&H3(T

C. ¢-thaex fidfeswrsm

D. 3hI3C Rpa’i

18. A SPHISC &P Bl Y, o) TS AT 3fod HaH 1 g2

A. 7T 3BTIC T 1

B. W &1 3HhI3c Rpa! f[addhed SXAHTe Al
C. al & AR 3

D. 3T B! SR ST

19. 2-Thaex SHTIfCHTA (2FA) fohd TRE AeE FRdT 82
A. T A9 SRR

B. JR&T P GO TR SISHR

C. UTa8 3U-37 Id I

D. Hic! Ui

20. I ol Mg 3ra T YT @A & foTT SITY] OTP T ST, Y o1 =T AT T2
A. A OTP ATHT HRAT

B. OTP %dd Gl I G

C. OTP TR 1 BT 3R SHHR BT S d BT

D. 8% gras Hft &
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Module - 3

Identity Theft & Personal Data Leaks

1. e e e fthiT H TgeR SuRTe 1 Hd 62

A. TR 6T T UGS 1 s daNT8el WR ST §

B. HECR P ThIH TH Hd &

C. T $HT SHBIST T &

D. §ee B A §gId §
2. ¢ Bs Al Ps dadTSe] IR TP ol UGS S¥AHIA Bl ©, O T JeRT 5l Fhdll 67
A. T& HIIC BT TS T B TR G SHISC H Tk & 31 Tavd

B. Tt 3pTSC SUA- 3T TR &Y 1t &

C. 3T IE B AT §

D. ®IF &1 931 STea! ! gict &

3. $% SR S RIF! Y A & SHd YA faaTs ol [oadhl Hdhd g1 qdhdl 67
A. S RITd Tt &1 Jard

B. R HI0CATR 3UST

C. Ic! 93

D. 3aTE TR

4. TS fpTIc YR @ & forg HH-I 3red Tt 82

A. B d9915C R TS gl URIaS G0

B. ASEd 3R -3 TdS 3]

C. NS Gl & S

D. UIdS P! raoi-1e GRS B

5. 3HY P! fhul fad & QR UGS Pal 4 fd Tobd g2

A. Q&1 degel b ST S A
B. HIGH &1 ded1se 9

C. AR T & DR

D. BH B EHH I
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6. DIl TGHT T T 37 g2

A. BId ¥ 3TAT FGeT

B. HIaR ID ® Favat 7aR A1 UgdH @

C. fomTT R\ 18 o He=T Ao

D. B &1 °el §g BT

7. TSl HRHR HUR HId PR aTel Al hadh] T YR HR Tl g7
A. 9% g1 TelidIH U & Ufat1e &1

B. @ & UgUIS! &1

C. f&cita’t arg1 &1

D. ArgH RO &1

8. fe DI HIYT dF HHARI BIH TR OTP T PIN HHFI, T FT HAT AMGW?

A.3Y OTP T PIN &l T
B. B BICHR 9 b SMIBTRD R I YU BT
C. OTP T I UgehR AT
D. 3T UrFae off O T
9. fpeft HEIR HIR AR B Tl e HT YRIT a1 FT 82

A. TS HifgaT HHE H e FaR IR 4RI AT

B. §& A1 HU B SHABING daarse/AT I &R a1
C. S i I FaR T

D. forddt +ft T fasoe R fotes el

10. HICR 1D YT I URAT AT S T g1 qhell 52
A. DI TR SRl TRIT ST AR feaTs ¢ 0ol §

B. I GHYI &fa 1 Sl 8

C. BId DI SMTATS ATH g1 Tl

D. AiaTsd | Sead 9¢ SIdl §

11. AfdTd SeT it fohe fRufa & g g2

A. TSR BT GRI&T 937 &4 IR

Question Bank | Page 43



B. fadiTd SR a1 3gafd IR 814 IR
C. U7 3UST EH W
D. SUIRTEH ! UIds dea- UR

12. S Sfear ¥ T Sel dites | fabd aRg &l BRI ISR g1H &t TeR e
A. TTE®! & BT eR 3R Id

B. fUST 97 &1 IR

C. f&dia’t a5 ot B

D. &R &1 forrd

13. foTTaR& e ST ofiep & 5 TR &t STARTH T SIHBRT Ty ot

A. 30T, TGS 3R BIF AR

B. $ad fHM &1 ghH &1 99

C. Had IAIGI B HIAd

D. f&eita’t argl &1 3

14. 3FUHSHI Sl didh | b UHR B STHBHR] ISFR g8 A2
A. STANTH TSN & SHA 3R UGS

B. TI&T el &1 SARG

C. Rigrnt o1 gfedl &t =it

D. H&T B! Tic| b F-T

15. ST Wi & dc e &) fhT TR &1 T HIAT US JHhdl 82

A. T5H 3R WY YN BT TR F -1
B. §exc &I 1 FgT

C. B & AR d¢1

D. gt 3{HT3T 3UA-3MTT &g BT

16. fHat GfeTe QR B BT Wh B TR T WART 81 Tebell 82
A. TG THGRY IR aTell daTge gd bl §

B. W1 30-3T0 RF&d g1 ST &

C. St Aol g1 St &
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D. Bh19 &) THS 9¢ It &

17. QR TIE I B & 9IG Jfe, Plg o daIge Qal, Al I HAT A2
A. I A MO §F AHBRT HRAT

B. d9913C &I SIid U foAT 3T 7 a1

C. OTP &ol &

D. foies ot wdt iRal &I W

18. QR B8 P TIRT OHc WhH J 9 & AT 31 I1e; 11 MW

A. T T 3 & 1T BHRM PIN STeHT sl §

B. U - ¥ Ugd Wil 3R AT Sfie; PIN/OTP |1 7 &Y

C. B QR PIS WA gaT ®

D. 3G ofdk & ¢RI IR O &3

19. QR IS T B & foTT Tad IR faded H-1 82

A. Tt ot SFSTH IR BT QR BT

B. fayg-ia 3R Tafug Jia T firer Qr s

C. TSH WAM BIs H QR FS

D. 3T o= H Aol 7T QR HIS

20. Tfe fHdt 7 3/t QR PIS H HUR AHat QR IS U f&ar g, df 1 S 8t hdT 82

A. UHe TTad JTd § S YT § 91 Al foidh g gl §
B. TIF &1 BhH ¢¢ Tl §

C. AiaT3d Bl 9l 9¢ Yobal

D. PIeae 3UH-3MY Id g Tohd §
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Module - 4

Online Financial Frauds & Digital Payments Security

Uy 1. 3FArs fo<fg e@T4SY (Online Financial Fraud) 37 82
2) RF& Sifars Tder
b) fefTed wewH & Areny I foredt BT eivar SR U IR
¢) §F SaY TP HRAT
d) Ierg fasTelt foret o1 YT AT

UY 2. UPI &1 GRT ATH &1 82

a) RIS UHC Sy

b) PSS THCH ey

o) g aid Uie SfEa

d) gD UHC Mg SiefthhyH
Uy 3. 91 B35 Afda T8 UTd B34 & FIT a1 UPI PIN TITTAT 8, O ST T HRAT
qfee?

a) 3(TFTT PIN TSI 31 AT

b) WhatsApp TR PIN Yol T I1eT

¢) 3T UPI PIN S TTIT =181 =T A1y

d) Hae PIN & Ugd &I 3feb S d1eT

U 4. BRI (Phishing) T 82

a) 3TTCET VRIGR! BT Th Pl

b) TH ! SR AT daRITSE] & HIegH ¥ MU STHBRI TR &1 Urares!
o) QRf&rd ST &1 et

d) U TRIHR HRA BT dRIpl

Y 5. OTP BT TR 19 T 8?2
a) G TI3H TS
b) ST TAHR T
¢) 1 CIIHR UHe
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d) BRI gioaRM URds

U 6. 79T MU 34T OTP fbdl & 1Y FT HAT ATfRW?
2) 81, §b HHARAT & 1Y
b) B, GAIRII & 1Y

¢) Had B HId T
d) 81, 3(UAT OTP S AT 7] HRAT d1fey

TY 7. AT YA HIQ Y HI-91 YRI&T 3ed 82

a) ST & foTT WraIAes Wi-Fi &7 SURT &A1

b) SIS ATl & TTY BTS DI STHBRT AT HAT

o) fayea 3fR QR JewTS el HT SUTNT AT

d) 3 UHe i IR fadds e

u 8. f$fSTee YTar # QR BIS &1 YA IuANT by T fepar Sira 82

a) X B YA HRA & forg

b) AISTSd RS FgH & oy

¢) BIF HId &lh B & fold

d) TEIRY SIS HRA & folg

Uy 9. fbdl ST QR BIS B W+ B3 4 Ugd D] T BT A1gU?

a) QR Wb BT AT

b) 3P Id IR I& ¥ P! Sid B AT
¢) IV SRl P 1Y I HRAT AT

d) 3T ST urgas e Anfee

TY 10. TH AT SfbT WS BT YTHY UgA FT 3?2

2) ITH SAMRIBTRD THBHR! & 1S 8

b) STH T [t ST fefeh W e A & e wog1 man &Y
¢) T8 9 & TN UAHRA I ST Bl

d) I S a1 1 U fear man g
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"y 11. Sfe HTS &1 IuanT 6w e forar wmar 82

a) % WA I U BT 3R YA A o forg

b) e ST 3prSe 1 & forg

¢) A VoM & forg

d) 3exe I T I & forg

Y 12. BT fRBHT (Card Skimming) T 82

a) ATM &1 Bh1 I HRAT

b) U T AT SAIGHT IUBRUN W BTS ! THBRI IR
¢) ATM & U9 5|1 &A1

d) T BT 94 Tb HIAT

uy 13. el 4 9 oH-d oot ardefe ¥ @ 9ren T8 s A
a) 3MTUh] GIdIar I

b) 3MU% S WA BT 9T

¢) 3MTTHT ATM PIN 3R OTP

d) 3 e BT T

Uy 14. gfe SfH71 VU T 3MUpT HiATSH BIF G 9141 8, df 3TUD] T BT INeT?
2) 3 TOR3{GIS HRAT AT

b) S B! Gfad HIb i1 Ja13f o1 TR AP HRAMT AT

¢) 3T I &1 UMas 3HiaTs- gl BT A6
d) fortfht & HIF die &1 SR H1 31T

TY 15. TPl HEHR HAR AR WD H T 82
a) 8 & IMNYHTRG TR R B BT
b) RIS Afdd GRT HEHR TUIC FFHR SIFBR] AT T IR
¢) 8 B! THBR] AP HRAT
d) 5 Wede U ST
UY 16. 9fc; STUD| BIg STol- U foidh U gid1 8, dF MU T HAT A1 T?
a) 80 39 R o -1 =TT
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b) I Gt AT B BIRIS BT AMBY
¢) T T U8 YoM dTd &I SIid SR dlfed

d) 3{UT UPI PIN STHT 9TfgT
Y 17. U AOE d167 Ur9as | 1 8T A114?

a) HAd HTIHT AT
b) 3ATTDT ST
¢) 31&rY, Tamai 3R ARy et &1 TaieH
d) Had 123456
Y 18. 2-Thaex ATUTETH T 2FA) FT 35T FT8?
a) §EX-IC 1 T TGT
b) IR& P T SR TR UGH HAT
¢) 8 NP1 g
d) gt SfhT Yo THTE HRAT
T 19. TS MUY TR §F T | B fUpd A-1-3 fo@TE a1 ], A TS T HAT
qfee?
2) TF-G P ToR 3G BT AMBY
b) T AR d% SdoIR BT A8y
¢) T o J YU HP RABTI gof B! ALY
d) HCH HUR P 301 OTP T AT

Y 20. HRd | IR a9 @1yt &1 Rraead 31 & U oH-91 Afyw1iive geaarg-
R UGN fopan o1 g&Hdr 82

a) 100

b) 101

¢) 1930

d) 108
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Module — 5 Women & Child Online Safety

gy 1. f&foTea ufkaw (Digital Landscape) 8 T a1y 82
a) HA HRCR BT SUANT BT
b) e, fERTed IUHRUN 3R TS WehiH BT ardararu
¢) Pad HiaTsd i BT IUINT HRAT
d) HId IS HISTT BT ITANT HAT

Y 2. STTATS YR BT T IET F1 82
a) 3eXC BT STINT &G HRAT
b) FIRTA HfSAT SBT3 T T
¢) AT THGRT 3R fSfTee Ugam &t qRam BT

d) g4t JeTgC! TR USehRuT Bl

uy 3. fFafafad & @ $19-91 e IHH Siadsd w82
a) TR TR
b) 3f-arg fRred
¢) TS HITHRIT
d) feforea yram
U 4. QI ST R fdt srarrelt gR1 e U Hiewy feie & A1y a1 w1 anfye?
a) QXA WA AT
b) G SRt Y o TTiRE
¢) 3T TR 3T ATHITT SHDPR] ol BT AT
d) foiep Wi T s 913 oIk It U o=t =nfeu

Uy 5. GIYd ST R AfFITd ISR TS HId I9Y T 9y 3@+t Irfgu?

2) TR BT UdT Fraol b Bl

b) aOOIQ’I HTARYh \SII"|0|'>IQ0I SIEIERG]
¢) S faaRur T8N BT
d) TGS AT HAT

Question Bank | Page 50



U 6. GTSERG(AT (Cyberbullying) FT 82

a) TS R8T Y& BT

b) SeC TR GRI&d WAGRT AT

o) feforea aregat ¥ forslt aafad &1 ae=m= a1 SroHTd HRAm
d) Tt HifSar | wie! Argi &A1

Y 7. ISR $1 NEHR g1 W va4 I Hed |1 82
2) AT RI&T I/ 3R Faiferd wewrd 1R fRaié &

b) I&A H YHB! ST

o) Tt =M P e fSaite BT

d) 30T STt SR AT &A1

Y 8. GIIERG AT & Habodl 0 § DI-971 UH b 81 BT 82
a) TS UgTs H S dg-T

b) T &Rl 4 e

¢) §TXT B T T

d) TS Tafaferdt o §1E SR A1 a1d He gy 6l

Y 9. ISR 1THT (Cyberstalking) T T 3 of %?
a) CRIC TR R TO1h ATt WorT
b) feforea Aredl ¥ foddt fad &1 IR-aR WRT H1 a1 ATRHT HRAT

¢) AT 9 FaT
d) et Hifsar R H ST ST

T 10. TSl {9978 (Fake Matrimony) 31X SfET Wb H &1 YBT S&. X9 1 8 Hdl 87
a) AT Y ATTaTSH fRIem 1

b) -TU GId §HMI

¢) URATUSt T UY T TG SITHBRY Ut HAT

d) f&fSred TreRar g
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U4 11. Blue Whale 3{IX Momo Challenge 38 AT W) ¥ g ! g9 1 a4 3=ST
WRIBTHTE?
2) I 1 TR Mfafafdal R I TR 3R SIFRs & dT Ral
b) S BT ST H T B & 1014 UidTTed Bl
c) GYT TfeT T Y 3eEr BT
d) I Y faAT1 FAART & $exie Sa9Td SR el
T 12. AT ATFHRI (Personal Information) BT IGTEIV HI-T 82
a) T AIGH P STHBRY
b) TS THRR
¢) T Qeifores o
d) TR &7 UdT 3R ST R

T 13. ATTATE YA 1IdT (Online Privacy) ST 3G & [T T ST A1RT?

2) Uras 9+ & 1Y IR HIAT

b) HOIgd UGS 3R UISa¥ Afew &1 SUTRT BT

¢) Gt Trwre Hifsar URe ArawiFe 1G]

d) SIS ! AfGdTd B! Yol

UH 14. I 1 AT MUYATTAT $T GRET & 1w A1a1-Frar o1 |1 H31 9w
a) ¥ I THT dTTT3C] IR WGdT U Y SIHBRI A1 B ol

b) I} & TS ATdSA-d HRAT

¢) SU & TR JI&d WewhiH R Wed dHeid &1 SUTNT Bl

d) ffTarg Mfafafa R ®is e a9

Y 15. BIcd S HHL A (90 §UHHR T HeE 811 IR T HIAT A1e0?

a) TGTY T T SUBRUI B! ST AT, YIS VI UR ST R Heifdd SfetiRal & gfed
HRA

b) IR B! AS &1
¢) TfaT™ IUHRUT Bl TR o ST

d) T B T TR ST Bl
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Y 16. AT SIS (Online Harassment) &1 JTHAT HI1 U T HIAT AT16T?

o

2) IATSH DI AfGATd BRI ST
b) YHD! BT SIATd YHDT T ST
¢) T+t Tgd g fier &
d) T GRI&T TG, Sl BT 3R RGBT ot HRAT
Y 17. U GRI&Q SATTATST GG (Safe Online Community) &1 fa=ivar &1 82
a) STATFSP fCWfORN &Y §grar &
b) TS TIER MR YRI&T TaTe &I MTed &l
¢) AT TSR FTaol b HIAT
d) TSR DI 3FCHT BT
Y 18. ATTATST WeHiH R B RES GTHUT (Harmful Content) FIEA TR 1 ST A1fgT?
a) 3 3P AT qPH Ul
b) 3 ToT ST Tr= AT
¢) WeWhiH IR Ig&! Ruié &A1

o

d) 39 TR Ut TG STHBRT &1

T 19. AT YR&T & IR H TR dT 11 1 TP YU aieT a1 82
a) FOfHd ATEER YR&MT SR T UTR&r 3R Rem
b) $EIAT BT IUTRT T TRE &g AT
¢) UTHaS TS AT
d) Tfery fefeh Wi
T 20. ATTATZT GG B IHRIAD IATaR0 §9114 & [T T HAT 91 ¢?
a) QORI &1 U BT
b) T SITHBRY T
¢) STHTSIHD HTST BT IUTRT =T
d) JHH, foieRt 3R QRf&d sIagR &1 derar o
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Module — 6 Dark Web, Cyber Terrorism & Illegal Activities

UY 1. STP 99 (Dark Web) TT 8?
a) ST BT AT 3R oo~ feea
b) $ee BT U1 fowa o) wmrg T $99 @ St ¥ vaR et fohar o ghd
¢) Had QI HfSaT JaATge! BT T8
d) ad &G deuTSel &1 98
UY 2. $T% 9§ dP UgdA & AL GTHTIC: 5 STSTR &1 IUGIT fahdT STl 82

a) Google Chrome

b) Microsoft Edge
¢) Tor Browser
d) Internet Explorer
T 3. Deep Web 31X Dark Web & 19 & 3R T 82
a) Deep Web & TR T §oi4 J S5 18] fhT 77T O AW 81 §, STafd Dark Web & forg
IR T dTR A1 HIBTRRM B HTIRIHT &l Tdbell o
b) &I fiepd TAM &
¢) Dark Web $dd TRBR] g8l & fow gl 8
d) Deep Web had Trerdt Hifsar ao Wfid g

UH 4. Tor Acad b1 B I 18?2
a) $EIAT DI A T
b) BTl &I TP HAT
¢) HPER P LIRS TG

d) STUNTH A B! UgaT 3R Sex-e Mfafafed] &t Mu-taar §91¢ R § A B

U 5. Operation Onymous f5g g Sraifora fear waT U2

a) 2012
b) 2014
c) 2017
d) 2021
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T 6. Operation Onymous &1 {8 3839 T YT?
a) TTCS 18 HI FgIar &1
b) $eIAT B T T
¢) ST 39 TR 3(dY ATh ey 3R Jafdd nfafafd & favg HRaE B
d) Ireret Hifsar srprde s

UY 7. Emotet B! T ¥U § fh¥ UHR & @k & U H ST AT 82
2) HAAWR 3R Sicc
b) GEIIRY WG ddR
DECEIRSN
d) ST IH 3T T

U4 8. Emotet Sicc P AfSFY $37 & fAT SdPT WY W PRATS 6y avf 31 7% ot

a) 2015
b) 2017
¢) 2019
d) 2021

TY 9. WannaCry YTGHAUR gHAT forg auf gaim uT?

a) 2014
b) 2017
c) 2020
d) 2022

T 10. GTFSR ATAHAIG (Cyber Terrorism) BT HT 3 §2
a) G 3-8 WRIGRT BT
b) AT HISTT TR Il = HIAT
¢) oo a1 daTie Iedl § f5fred yunfert tR g9dr Hd 4O a1 saaUM IUd BT
d) 3iTeme e vaq s

UY 11. ISR 3MTdbdIe b1 GHIAd T&g HI-91 B YHdl g2

2) 8@Vl IRBRT MR ATdoi-es SaeI

b) Had AfeaiTd Bier
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¢) Had ARG dexse

d) had 3R 19

uy 12. fRgfafad # @ s-t nfafafy arseR sideware &1 380 81 IHdl 82

a) QRI&T deTSe S
b) 3iTers sfdhT T

¢) TIHCAWR 3TST Bl

d) Ag@yUl IRHRI eddh TGRSR TEaR gHe HRAl

UY 13. $T8 39 WR QY TFAFARIEY &1 TP IS8R0 F71 82

a) TTaS fRref

b) 3fae T3 SR Farsii & AR

¢) RBR! a1 ured

d) feforea st

UY 14. ST 4§ AHcW Y W GISaR SR1ef! fory U R 1 ifafafial o 9&d &2

a) 31T"|Q’II$"I UTSIh H JUcT] hI]

b) ATISI-eh THRR T BT

¢) TR} fPT 71T ST 3R 31ay Jaraf &1 ATIR BT
d) TRBRI AS131 BT IR HAT

UY 15. $T 36 R I} fHT 7T AfFaTa ST H1 geuaT fraferg fosar o9& 2
a) UGTH &1 TR} 3R faia diRaresh

b) 3iTerms e

¢) §eX-IE I A TGt

d) ST SH 3T FHT

Y 16. GTSER AWRTY H FicAT (Botnet) BT T 3 82

a) YRI&T R Acad
b) SR DI T FHI T g
¢) had USTIRY IUGRUN BT Jg

d) TehTHd IUBRUN BT THg ford gHaTaR R ¥ a3 o= 9ol g
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UY 17. $Td 49 @ &g @aRl &1 AR & U &19-91 $iiv= -9 ¢ Suaril 81 9&ar g2

a) Microsoft Word

b) Ahmia Search Engine
c) Paint

d) Calculator

Y 18. ST A9 W Hiw TTAfFIay &1 o HId THY 4 A5aYU JR&T JTauT F71 872
a) 3T BIA SITAIS BRI
b) TFRTA SITHBRY T HRAT
o) QR SR Fafa ardreror & Had sifigd Sid &
d) Tfery i W fade &=
TY 19. GTSR STAHATG SR ST a9 SHURTYT HT THTS TR T THTT 81 IHdT 62
a) M JHAM, YR&T A SR Ardei-d 4
b) ec &I Tfd H gfg
c) Fefored Tarar # Wd:guR
d) Sel & QR&md 9fg
U 20. ST 49 3R IR 3fddware 9 fues &1 yHTdt e H1H-91 82
2) TSR URTEN DT ST HRAT
b) Sfer Tfafaferal o = HxA
¢) YR&T 3UST dg Bl
d) TIZER Y& ARSI, BT Tda AR SARAPT FgalT
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Module -7 Cyber Hygiene

T4 1. TSR §ISSI (Cyber Hygiene) FT8?
a) PHCR P! G WIS BT
b) fEfoTea Iuamull 3IR STHHRT &1 JRi&d T8 & forg Fafird gRem Iur So=mT
¢) §TIAT B T T
d) HR F Y F[d HAT
uy 2. fFafafed & 9 o19-91 T Hoed UNgas g2
a) 123456

b) password
¢) Rahul123
d) R@h7#Lq92!

TY 3. 3TUD! AU TG AR SR HTRFET Ryew & fra-t IR suse H-1 9fge?
a) U T
b) PId I 5§ HHLR BTH BT ¢ PR G
o) afird U @, o +t JRer 3uSe Suas B
d) Ui 91 § T SR

TY 4. TSIATORY AW HT 38=d T g2

a) TP B! FTZC-Y g

b) BINBR® TTEdTR BT Udl T, I b1 3R g
¢) $EIAT DI T g
d) SlagHc a1
Uy 5. fodl sFe aafdd @ Ui foies iR fodie &3 | ugd S1UDl A1 BT A1igT?
a) q¥d ot AT AT
b) TR} B! RIS BT ALY
¢) WM aTa B! U5 3R i &1 offd w1t Tnfeu
d) S{UAT YTEds STl d1fey
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U 6. Aec1-Thae Tdfedh e (MFA) 0T 82
a) B DL BT SUANT BT
b) forlt Srprde W QMM H & o & a1 i Tao= dRidh! &1 ST HRAT

c) P8 SHA BT FAM

d) ST SR BT TGS Sal

Y 7. U 3! UTHaS 1 SUANT Bg HHISC T I 18] ST d1gq?
2) TUY AT BT ITUNT 93T &

b) Tfe T 3fBTIC g 81 IIAT 8, af 31T fpTse Hf R # Us I &
¢) THQ DR P BAGHII HH & ST &

d) THR TP BT fEeiie 8 o &

Y 8. HEEX DI [§A1 GEE & Blgd THI HTUP! FT HAT ATRY?
2) IV 3P B ST ANRY

b) TETARIRY & $R &1 ATeY

¢) IR P ThIF dleh B It AT

d) 30T UrHaS 1T AT A1ey

U 9. fTRMAT (Phishing) T 82
a) LR P! JRI&d HA DT AP
b) TTZER gHAT FSTTH ITANTHAl B AT SR MUY SAHBR! YT B! St §
¢) ST SH 3T T BT ABT
d) FHR TS AW B Th UHR
uy 10. Fafa T @ ST dF e AT T T 72
a) T IF BT RS de™ & forg
b) ST el ¥ feeiie g, Rived WR1e gH 31 915eR g9 &) [RUfd o I 199 Ut =+ o g
¢) SIe{t B TS TgM P o
d) TR feRT 1 7If SIgH & ferg
U 11. GES % Wi-Fi BT ITIRT Hd GHT S -8 YRIYT 31ed g2
a) fomTT QRen & Sfhm dewrge e
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b) FTASIHH Wi-Fi TR UTHAS ITAT B3]
¢) SRRI&T AdSD Wi-Fi TR HdGA=Md oH-¢-1 I ST
d) Tt qRem T §g B G
UY 12. I SMTD! SHA | D13 AT cTHE U BIT 8, A ST T HAT A2
2) X WIerT =1iT
b) SRETAIS HRh A AT
¢) WidH W Ugd Yol dTel St Uga AU B! 1T
d) I & BRIS HAT AT
U 13. BTARATS (Firewall) BT Ie¥T T 872
a) Tedd § S 3R S a1 ¢fthdh & U e
b) WISl &Y dgHT
¢) f&t 1 uras ST
d) YT B FSalie Hel
Uy 14. iz Aifey R Fafafad 3 @ oH-H saert grgm 98 s =nfgu?
a) T dIar fthed

b) HTASI+H THRIR

¢) TGS, OTP 3R HdGRITe AR SIHBHR]
d) I Sferdi
U4 15. TR A bad [aya-a Jial @ gt Sredrs Y -1 F1igy?
a) e AU T A & forg
b) BH®HR® URIHIA S B & Tk B HH B & g
¢) B &1 9o g & foig
d) SR P 0T ST S ferg
UY 16. TG SMTTD! HaE ¢ b HTUBT SHA HBTIC 8 o1 AT 8, A1 HTUDHT FT HRAT ATMPY?
a) TRUTT B FoR3fET 31 MY
b) 30T UTIAS Q| & 1Y I HRT1 d1igy
¢) A UNIdS SeaHl AIgy 3R MFA 91¢] HR1 a1gY
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d) 3T Tt Bicae fEeiic B &7 TRy

Y 17. ESd BIF A Wp1H dld B FT1 I 82
a) $TXC B T TGTI
b) FSaZT B ARG START H R TG
¢) TS dgHI

d) PR Pt HrIear STl

uy 18. FrafafEd & @ oH-@ Hag=fia safdaTa IR &1 3881 32
a) GIIaT Od
DELSFEEU]
¢) 8 WTd PT fIaR0T 3R UgaH et THHRT
d) THdTeT Toifae SrasH

u¥ 19. fo e} 39T afdd 8 W USB S13d &1 X ¥ SIS 8 Ugel STUD| T HRAT
q1gu?
a) A 1gel I WierHT 1fey
b) TS YRE AEATR H I T+ BT 1Y
¢) UHaRRY & R AT AT
d) T ®Igd R § DUt S ! AT
% 20. AT § ] FH-I7 IR SO FT IR 3BT ISTER 82
A. HUSIR YRGS BT SUINT HRAT
B. GI0CATR 3USCT Pl ToRIAGIS HH
C. fearsa &1 Hafid ©u § 3ude Sl ASgd IRas &1 SUANT ST 3R ST 9@ 3T Tl
D. GERI & FI OTP AT HRAT
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Module - 8 Awareness Ransomware

Y 1. AGHIIR 7182
2) RIeH &1 BT dg ara Qiedd?
b) BTGl BT THE b =i T arer HaaaR
¢) ST 9B 3 P foIT IuTNT forarm S a1 WioedaR
d) TSaTaRY TiueaR
Y 2. ITHITR BT &I I 18?2
a) Acad B! T TG
b) ST BTl &I g
c) RIeH & UexM & FRHT BT

d) 3T I Ugd AHH U AR

uy 3. FAfafed & § $19-91 FUHAWR $1 T3 ISR 82
a) PP T THATR
b) TTORATA YTTHITR
¢) STITR TTIHITR
d) SH3HY FTHIR

TY 4. ITHHAGR HHHAY BT AT ATHT H1H-91 82
a) QI AIR 3{UST
b) ST 9B 3T
¢) gHTGTgUl $H Sicadic
d) THaRRY BT
UY 5. TAGHAIR gHA! H BRI &1 a1 aef g2
a) STANTH AT BT URAT G gHIFATYU! i JiaH T THBRT I8l HRA o forg URd B
b) BT ISl ! THY HAT
¢) YR&T 3UST ST B

d) Aead efthes oI TR B
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UH 6. RDP &1 JUf &0 &1 82
2) Reile Ser ieawm
b) RHIe S¥wmel Meisid
o) Ufaifira Set ufehan

d) IRATdP THY ST YDl

Y 7. PIF-Y YR&T HHSR] RDP B YAGHAUR SHATIR! &1 A&T g1 Tdhell 82
a) MBI TH3HY BT JUART HRAT
b) i OitedmR S[Uge HxT
¢) TSTgd THTOf RO T SUART AT
d) HHSIR URIdS & TTY RDP & SeC TR el T@T

Y 8. ST39-917 T3S 18?2
2) fAyT-1T doTge ¥ B d SIS HRAT
b) TARRY W daR &1 Hg3fd U Y §XId Bl
¢) STANTH AT B WP THGR! T AT o 9T gHIGATY0! FIUeddR SIS BT

d) BTl BT 93T I

uY 9. fHdl e W IFTIHIIR FT WgE WHTd FT Il 82

a) ST AU 3R TEAUAS Bl H a1l
b) RieT & UeRH 4 guR
¢) RS & H gfg
d) edd PAfadeide] § UR
uY 10. 99 2017 H fay R # fory I99HdmR 3 98 TR W WIS gHAT fowar T2
a) AicUcdl
b) ATTRTS
NI
d) disfae
U 11. WannaCry STHHAWR g9d &1 W fa=ivar & i2
2) 39 Had AT B &I gHIfId fear
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b) 354 ey o7 e & GuR fpar
C)memdowsﬁlﬁ":ﬁﬁaﬁf"@
d) 39 Had AIrd Hifsar @rdl & = s3mn

U 12. AIDS Trojan @1 [T AT J i SH1 ST 82

a) AR

b) fehPIdTah

¢) dicfac

d) ORI arsant
wy 13. frafira grem 9 &1 7o Sexa |18

a) T YR&T HHGNRYT B Sldh DHRAT

b) I &l SHTDPR del-T

¢) TSRy e daR Bl &g Bl

d) ST ! @Tdl &I gl
UY 14. 3FTUHd Ugd I AP & [T DI-H1 UrgadS fTed YT A1Mgq?
2) B OFTE Teh B URIaS 1 IUTNT DT

b) ASTEd 3R 31E-3HTH URIGS BT SUANT HRAT

¢) e HTl & Y UIas A1 Sl

d) eI QI IR Urgds feraHl
Ty 15. Gfgw SAT scaHe U §1 IR SUIRTEHA! B! FT HIAT AMGY?
a) 39 QR W1 AT

b) I 2t Y Ao =IRRT

¢) WM aTel &1 gfY b Hiemy $hel i RUIE B+t A1y

d) TCTaRRY ¢ R &1 dTey
U¥ 16. Endpoint Detection and Response (EDR) ®1 &7 YT 7T 82
a) §TXAC B T TGTI

b) HHATTT B IURUTT Tafd HT

¢) SUTNTH Al ITIdS §H]
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d) USUTEe WaR! &1 Udl T, S BRAT 3R ITHT STaTd Sl

U 17. 39HAWR § 9919 & ¢ Aedd STHA F) Hgaqul 82
2) dedd & faftr fewdl & Berdmr & TR &) diftd &3 & forw
b) H3AY P MFRIHAT JHIT B b forg
¢) UGS &1 daTs d¢M & fag
d) ICTch FRE 5 PR & fog

T 18. 3-2-1 SH MY 97 F1 32T HT 72

a) I STANTH AT QI 1T G

b) I UETATRY T SXTd BT

¢) STT- ST HILTH] TR Sl & s Uit G-I, FoFH T Hiparse Sidt ot =mfira g
d) T Aeddh HAaRM T

T 19. GTS! ®1 AT 95T FY §9T¢ IQ AT ATMeE?
a) eIC I T TG o oy
b) SH3HT ST BT TATHIR TH R F JRIE @ & fog
o) HHATRAT ! IURRUFA HH HA & g
d) Rien srude & A & faw

T 20. YT ITFER YR&T SRR HT HIRTE0T Y Hegdqu 872

a) 3FTITD HIUCAIR ST g & [o1d

b) IRE&T UGN &1 STIIHAl THIW HRA o forg

¢) PHATRYT B UGS IS B B AT 37 & forg

d) FHRIT P TIgeR TR B! UgaH B 3R Ig Jb H Y& 991 & fog
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Module 1

Cyber Crime and Cyber Hygiene

ANSWER KEY
Question Question Question Question
No. Answer No. Answer No. Answer No. Answer

1 B 7 B 13 A 19

2 C 8 B 14 C 20 B

3 B 9 C 15 B

4 B 10 C 16 B

5 D 11 B 17 B

6 C 12 B 18 B
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Module -2

Social Media Threats & Cyberbullying

ANSWER KEY
Question Question Question Question
No. Answer No. Answer No. Answer No. Answer
1 B 7 A 13 B 19
2 B 8 B 14 B 20
3 B 9 B 15 A
4 C 10 A 16 B
5 B 11 B 17 A
6 A 12 B 18 B
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Module - 3

Identity Theft & Personal Data Leaks

ANSWER KEY
Qu;s:.lon Answer Qu;sot.lon Answer Qu;s:.lon Answer Qu;sotolon Answer

1 A 7 A 13 A 19 B

2 A 8 B 14 A 20

3 A 9 B 15 A

4 B 10 A 16 A

5 A 11 B 17 B

6 B 12 A 18 B
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Module - 4 Online Financial Frauds & Digital Payments Security

ANSWER KEY
Question Question Question Question
T, Answer T Answer T, Answer T Answer
1 B 7 C 13 C 19
2 B 8 A 14 B 20
3 C 9 B 15 B
4 B 10 B 16 C
5 A 11 A 17 C
6 D 12 B 18 B
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Module — S Women & Child Online Safety

ANSWER KEY
Qu;sot.mn Answer Qu;sot.lon Answer Qu;sot.mn Answer Qu;sot.lon Answer
1 B 6 C 11 A 16 D
2 C 7 A 12 D 17 B
3 A 8 D 13 B 18 C
4 D 9 B 14 C 19 A
5 B 10 C 15 A 20 D
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Module — 6 Dark Web, Cyber Terrorism & Illegal Activities

ANSWER KEY
Question Question Question Question
T, Answer T Answer T, Answer T Answer
1 B 6 C 11 A 16 D
2 C 7 A 12 D 17 B
3 A 8 D 13 B 18 C
4 D 9 B 14 C 19 A
5 B 10 C 15 A 20 D
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Module -7 Best Practices for Cyber Hygiene

ANSWER KEY
Question Question Question Question
T, Answer T Answer T, Answer T Answer
1 B 7 B 13 A 19
2 D 8 C 14 C 20
3 C 9 B 15 B
4 B 10 B 16 C
5 C 11 C 17 B
6 B 12 C 18 C
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Module - 8 Awareness Ransomware

ANSWER KEY
Qu;sot.mn Answer Qu;sot.lon Answer Qu;sot.mn Answer Qu;sot.lon Answer
1 B 6 B 11 C 16 D
2 D 7 D 12 D 17 A
3 A 8 C 13 A 18 C
4 C 9 A 14 B 19 B
5 A 10 B 15 C 20 D
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