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Program Details

1) Program Name: Cyber Security Skilling Program

2) Course structure: Total 5 modules
Network Security
Security Threats and Trends
Cryptography
Application Security
OS Security

3) About the Course: This course explores the most critical elements beyond technology that shape
the playing field on which cybersecurity problems emerge and are managed. The course covers
system security, malware analysis, network security, cryptography, and IoT security. It is a fully
online course providing students both fundamental knowledge and hands-on experience. An integral
part of the training is customized labs at every student's desk through the cyber range.

4) Objective of the Course:
*Focuses on the models, tools, and techniques for enforcing security, with some emphasis on
using cryptography.
* Provides a deeper understanding of the technical basics of cyberspace and cyber issues.

*  Provides learners with a baseline understanding of common cybersecurity threats,
vulnerabilities, and risks.

* Introduces real-time cyber security techniques and methods in the context of the protocol
suites to introduce the need for network security solutions.

5) Course Start Date: 15 May 2023

6) Course Language: Hindi/ English

7) Course Duration: Eight Weeks (6 hours / Week)

8) Implemented By: C3i Hub, IIT Kanpur

9) Implementing Partners: (C3ihub Incubated Startup)
Threat Guardians Private Limited
Worker Union Support (WUS AP)

10) Supported By:

Department of Science and technology
NM-ICPS (National Mission on Interdisciplinary Cyber-Physical Systems)



Module 1: Network Security

Introduction

Threat, Vulnerabilities, and attacks
Network Security Management
Network Management

Module 2: Security Threats and Trends

Malware and their types
Botnet/ Trojan / Rootkit
Cyber Warfare

Social Engineering

10T Security

Module 3: Cryptography

Introduction to Cryptography
Types of Algorithms

Key Management
Application of Cryptography

Module 4: Application Security

Introduction

Introduction to OWASP
Defences and Tools

Session Management

Security Scanning and Testing

Module 5: OS Security

OS protection Fundamentals

Understanding User accounts (Linux and Windows)
File and Directory Permissions

File and Disk Encryption

Data Storage and Backups

Host Based Firewall

Antivirus

Application and Execution Control

Update and Patching

OS Hardening



