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Which policy ensures that personal
information of users is protected on the
web?

a) Security Policy

b) Privacy Policy

c) Accessibility Policy

d) Copyright Policy

HI-I1 Ul I8 YA Sl & [P dJa W
Wﬁﬁmwm

a) Security Policy

b) Privacy Policy

c) Accessibility Policy
d) Copyright Policy

A strong password should include:

A. Only letters

B. Your name and birthday

C. Letters, numbers, and special characters
D. Simple and easy words

U Joigd UTHas A 41 e i1 =anfee?
A. Had 3M&R

B. AT AT 3R A

C. &R, TBATE 3f¥ fagy quf

D. SITHT 3R ATYRT T

What does SPAM in emails usually refer to?
a) Encrypted emails

b) Unwanted or unsolicited bulk messages
c¢) Secure mail protocols

d) Email attachments

A § SPAM THAR R fpd gurfar @2

a) Uf<pPs g0

b)am%mﬁmqﬁﬂﬁwwm
Ad Marprad

d) ey

Which component of information security
ensures that data remains complete,
consistent, and accurate?

a) Confidentiality

b) Integrity

c) Availability

d) Authentication

AT YR&T T HIH-1 9P dg JHda
P dl g [P SeT [, JaTd 3R T8l 911 382
a)Th'CF-ﬂ'QT'IT

b) Sr&Sdl

¢) IuAIdT

d) yHTOiSRur

Which of the following best ensures
integrity of data?

a) Hash functions and checksums

b) Strong passwords

c) Data encryption

d) Multi-factor authentication

ST B 3GSI (Integrity) PI JaH 35 |
B gia Hear 82
a) B9 aR 3R IHH




6. In passive attacks, the attacker: 6. IR 31eF T 3eH T Bl %7
a) Modifies system resources a) R ﬁ@ﬁﬁr Bl dgddl %
b) Steals passwords by brute force b) UTHdS -ER'F'-} & fog EE B Hdl @
c) Only observes communication without o Rrd Wﬁw &1 3EdT 2, IadT At
changing it d) R IT P AT 0
d) Shuts down servers
7. The goal of an active attack is to: 7. Wm aﬁai B G%WERJT 3'1?[[ %?
A. Protect the system A. ﬁﬂ%‘ﬂﬁﬁﬁ?&ﬂ
B. Encrypt files B. BTSH I Tf=HY BT
C. Change, disrupt, or damage data C. ST B agadT TSIT&R‘IWTITW
D. Scan for viruses UE?THT ’
D. TR ¥ BT
8. Denial of Service (DoS) is an example of: 8. Denial of Service (DoS) fa®mT JqleXul %7
a) Active attack a) Active attack
b) Passive attack b) Passive attack
c) Replay attack c) Replay attack
d) Traffic analysis d) Traffic analysis
9. The most important step in system hacking | 9. Rrew %‘ﬁ,‘l‘[ T g9d qga‘q:uf TRUT HI-4T
is: %‘)
| cracid ; a) UTHAS sheb AT
a) Cracking passwords b QU
b) Covering tracks c)) Ezm SHGT AT
c) Information gathering d E:I'l}l J ﬁ% 7‘|_Eﬁ
d) None of the above )
10. | Which of the following is NOT a type of 10. |[fAgdQ - g1 YUTTeTt (Information
information system? System) HI YPR T-Iﬁ%?
a) TPS a) TPS
b) MIS b) MIS
¢) DSS c) DSS
d) GPS d) GPS
11. | Which term refers to making data 11. | IFufhar &1 HIIT&TE.'?[ %ﬁl’{-l‘l?[ 1|
unreadable to unauthorized users? ammﬁmmaﬁ%ﬁrqqﬁ!ﬂwqﬁ
A. Formatting gidan
B. Encryption A. BIHET
C. Compression B Eﬁ"@'ﬁ

D. Downloading




D. SIS

12. | In Caesar cipher, if the shift is 3, what is the | 12. W R 'l?f, 3R f3rge 3 %, dal "CAT" BT
ciphertext for the plaintext “CAT”? Rrpeae =1 3m?
a) FDW a) FDW
b) ZXP b) ZXP
c) DBU ¢) DBU
d) FYT d) FYT
13. | What is the primary reason businesses need | 13. TJEIWTCﬁ G AIgaR gREm Gl HBT oi=d Gl
cybersecurity? T &2
a) To increase internet speed a) ga¥-c Wie e & foru
b) To protect information assets and ensure b) AT IJufrat &t J&T H3 3N ATUR
b)usines:,| contir:luity e of | ELGEGI mm PP m
c) To reduce the number of employees ST 9 T
d) To avoid using encryption :I)) m '\gﬁa?ﬁ a?%‘;!w ® ﬁf[{
14. | Which of the following industries is MOST 14. | HagA=id ST !l auig I Fufafaad
dependent on cybersecurity due to sensitive aﬁq-'\tn 3@1‘[ ATgaY YRET W 99 3fes
data? k&2
a) Banking and Finance a) Banking and Finance
b) Agriculture b) Agriculture
) Sports c) Sports
d) Tourism d) Tourism
15. | Which of the following is an example of 15. ﬁ'l;[ﬁ‘ ﬁaﬁ'-ilTUﬂ'q EIHTUﬂHR'UT (Two-Factor
two-factor authentication? Authentication) T 3GTg Ul HT %?
A. Just a password A. $Id YIS
B. A username and password B. SUANTH ! ATH 3R qTIds
C. Password and OTP sent to mobile C. tI'I'\‘:la_S: aﬁvrﬁmw NSIT 7T OTP

D. Accessing via incognito mode

D. STl 7S H o ST




16. | The key length in the DES (Data Encryption | 16. | DES (3¢T Uf<p M W gs) b H Poft
Standard) cipher is: (Key) @1 @aT8 a1 giel 1
a) 56 bits a) 56 bits
b) 64 bits b) 64 bits
c) 128 bits c) 128 bits
d) 256 bits d) 256 bits
17. | Cybersecurity helps in maintaining the CIA 17. | IIgER Y& Iqd™g | CIA IECALI CEILY
triad in business. The “C” stands for: TG4 T gac HIdl %I ’CIET “C"” PI HT Hddd
a) Communication %—,
b) Confidentiality a) Communication (I¥9TR)
;’) Cc‘;’:t':';f‘“ce b) Confidentiality (TTU=dT)
c) Compliance (3JUTd)
d) Control
18. | The main purpose of cyber security is to 18. | HITAR JRET v1HYA 3%‘!2’8[ T %?
protect: A.3e3e |
A. Internet speed B. BT 3R T
B. Fonts and colors . R, Aead R 321 ! gral & Far
C. Systems, networks, and data from attacks D. ﬂn@éwr
D. Game settings )
19. | Which of the following is NOT a component | 19. ﬁg%@aﬁﬁaﬁqmm&nmw
of cyber security? el 82
A. Network Security A. HAdd® &
B. Application Security B m
C. Data Backup C. @,ﬂaﬁ?\}mﬁq&n
D. Photo Editing D. mq%ﬁ_q
20. | What is cybercrime? ............ 20. | {IgdAX hIgH AT %7
[a] A form of virtual reality gaming
[b] Illegal activities conducted over the [a] aﬁ\’dﬁ fraferd Aftir &1 v U
internet [b] $SIAC & HTHH A HI WM qTell Y
[c] A type of computer hardware ufafafirat
[d] Online etiquette guidelines .
[c] PHER TEAUX BT TP UHR

[d] 3iTaTs RIvRR & fa=m-fAdar




RSA fhaeT IgERUT 82

21. | RSAis an example of: 21.
a) Symmetric cipher a) Symmetric cipher
b) Asymmetric cipher b) Asymmetric cipher
c) Block cipher c) Block cipher
d) Transposition cipher d) Transposition cipher
22. | What does "Malware" stand for? 22. "'FIWI%TR’" WIBTWW%?
A. Manual alert software A. ﬁa&ﬁ[ 3¢ GIFeaar
B. Malicious Software B. AR OiveaaR
C. Managed hardware C ﬁﬁgm
D. Mobile aware system D. mmm
AISER BT &1 &I I3 1 §?
23. | The primary goal of cyber law .......... 23.
[a] To prevent all forms of online [a] I UPR & SITTaTST IR B AP
communication [b] =T HifsaT ST & fifa s
[b] To regulate social media usage ?ﬁﬁf Iaferg nfafafira &
[c] To establish legal guidelines for internet- [a:;]FEn. ﬁ'&'l'?ﬁl%ﬁ R ST m
related activities o 0 .
[d] To promote online anonymity [a‘i}T LECIES (Anonymity) ol :
24. | Type of cybercrime involves unauthorized 24. | fPHUPR BT gIgdaR higH i ﬁT-IT Glﬂ'qﬁf
access to computer systems or networks W ﬁ‘-lR‘l:[ a1 ﬁﬁﬂ? db ug"w @,ET
with the intent to steal, alter, or destroy TYRTET, G AT 7Y BT JMHA 2
data ...........
[a] Cyberbullying [a] Cyberbullying (JTSSR gfem)
[b] Hacking [b] Hacking
c] Online fraud 9
{d]] Phishing [c] Online fraud (GI. ERIER ﬂl@lﬂé )
[d] Phishing (fTRI)
25. | Which of the following is NOT a primary 25. | T GI&T b1 fafafaa & @ SF-ar Ho0

component of information security?
a) Confidentiality

b) Integrity

c) Availability

d) Profitability

UcP 8l 82

a) Confidentiality (Tﬁ'qT-ﬂTRI'D
b) Integrity (3ESdT)

c) Availability (SUcTsIdT)

d) Profitability (ITHUGdT)




26. | What is cryptanalysis? 26. | fppuanfaRa s g
A. The process of writing code A. Bie forga a1 ufsear
B. The study of solving or breaking B. W ﬁlﬂﬂﬁ Wa’ﬂﬁ m;ﬁgﬁ-
cryptographic systems BT ATTT i
C. The process of storing data securely wm '\‘I";I'%?[ W
D. The act of sending encrypted messages ;_g;r_raﬁ W'\ﬁ @t
D. Uf=p DS T ™ o @t forar
forerme! |, e | g g2
27. | In cryptography, a cipher is: 27.
a) A type of computer virus a) PR AR HTUH UPR
b) An algorithm used for encryption and b) Qﬁﬂl‘!’ﬁ R STFEEF %’Q m
decryption far S arer Teniar
c) A firewall security rule o mﬁ REM o
d) A password storage system d) : f e R
28. | The term for cybercrimes that target critical | 28. Q'\ﬂ HISAYSHISH DT RIT HTH % \_rﬁ ﬁ\_ﬂﬁ
infrastructure systems, such as power g a1 uf¥agd Aead ot Agayuf
grids, water supplies, or transportation TETAT ! FRmMET €91 %—;
networks? ...........
{;} EV'EZ:'::::‘(’)':ng [a] Cyberbullying (ATSSR R
[c] Ozline fraud [b] Cyberterrorism (HISE! STdhdlq)
[d] Phishing [c] Online fraud (GII-'-IFIIE-'-I ‘EjIEI%Eﬁ)
[d] Phishing (TofRi)
29. | Which government agency is responsible for | 29. | HRd 'ﬁ IT Act 2000 \?vﬁ? Wﬁ? H’Qﬁ‘iF-ﬁ ﬂﬁ'
enforcing the provisions of the IT AN HA & fore -9 TR goldt

Act 2000 and its amendments in India?
[a]Ministry of Finance

[b]Ministry of Health and Family Welfare
[c]Ministry of Electronics and Information
Technology

[d]Ministry of Education

R 82

[a] Ministry of Finance (fa<1 %=TeT)

[b] Ministry of Health and Family Welfare
(@A 3R TfaR HeTur HEATe)

[c] Ministry of Electronics and Information
Technology (SAEI-a 3R JET
Trenfire! weEme)

[d] Ministry of Education (ﬁT&IT TATAY)




e difsar § “ewren fog fore swwma

30. | What is a "hashtag" used for in social 30. %CITGI'IHT%?
media? .........
[a] To separate paragraphs [a] RTTE B WW%W
[b] To mark the beginning of a post [b] e ﬁwm ﬂ@ﬁ % ﬁl’E
[c] To categorize and link content TR aTﬁW Rie W ﬁ‘I'E[
[d] To hide content from certain users {;]] Wﬁﬂw\iﬁﬁm a;%m
TTH § B CIA Triad BT RTT TS 82
31. | Which of these is NOT involved in the CIA 31.
Triad? a) Confidentiality UILRIEG
a) Confidentiality b) Availability (SUstIT)
;))I r:eg_:'tg’_l_t c) Integrity (RIS dT)
vailability ..
d Authenticity d) Authenticity (WTW'IT\'IT)
32. | Which of these is not covered under cyber 32. ﬁ'l;[ 'J?r ﬁiﬁﬁm DI 37 GI?ITHT-I'Eﬁ
law? 3TAT 82
A. Online fraud A. TS AU
B. Intellectual property rights B mm Glﬁﬁﬂ?
C. Cyberbullying . '\‘IWI%FT
D. Traffic signals ; a_ﬁm Rywrer
33. | Which Indian agency investigates 33. Wﬁﬂﬁ?—?ﬁ@?ﬁm SIRTEN P ST
cybercrimes? m%?’
A. RBI A. RBI
B. TRAI B. TRAI
C. CERT-In C. CERT-In
D. ISRO D. ISRO
34. | Which of the following is a human (people) | 34. | AT JI&T BT HIAA (ﬁﬂﬂ-'\“ﬁﬁﬁ) veo A9
component of information security? TAPTATR?
a) Firewalls a) BIRAId
b) Intrusion detection system b) g'\qﬂ'o' UdT &R $1 YoITelt
c) Employee awareness training 0 WI'& HANREHdl uﬁT&‘fUT
d) Antivirus software : v
d) TEIRRY AT daR
35. | Which of the following is not a punishment | 35. | fAg o ﬁﬁqm DI & Siaitd Il qﬁ'
under cyber law? 2
A. Fine Tn-q-]':"
A.
B. Imprisonment B. PRTATH
C. Warning letter C' CRICCIRE]

D.Both Aand B

D. SURIST A 31X B I




36. | Which operation is commonly used in OTP 36. | OTP (One-Time Pad) Q‘%?U{F-[ GﬁT
encryption and decryption? S A SMHAR WR B T TR
a) XOR (Exclusive OR) ST gidT &2
b) Addition modulo 10 only a) XOR (Exclusive OR)
c)Hashing b) Addition modulo 10 only
d) RSA exponentiation ¢) Hashing
d) RSA exponentiation
37. | A patent holder can prevent others from: 37. |OdT W@ﬁaﬁ%ﬁ%mév
A. Selling their invention A. m&nﬁwaﬁ'aﬁ'\a‘
B. Copying their invention without B. 3% AP R P AFA I I
permission C. 3T JMTISPR BT ITATHA |
C. Using their invention !
D. All of the above D. SIS W
38. | What is the main purpose of developingan | 38. | T PRI (Information System) faefa
information system (IS)? B BT g0 IR T 82
a) To store physical files
b) To support decision-making and business a) "nfae m F‘/T%?T BT
processes b) frofa & ofk =amarR uftbanatt w1 gwdT
¢) To increase hardware costs ST
d) To reduce internet speed
¢) TSI ARTA FGHT
d) §e3c TE FH HIAT
39. | Security attacks are broadly classified into: | 39. | & E'FIFﬁ (Security Attacks) B AU
a) Internal and External attacks Wﬁhwaﬂ‘m ﬁﬂ:ﬂ?ﬂ'ﬁﬂ%"
b) Active and Passive attacks
c) Physical and Logical attacks a) 3af¥® \;ﬁ; m Bﬂﬁ
d) All of the above b) Gfpa 3N Fiferg gaa
c) Wifa® 3R arfbe goat
d) ST I
40. | Digital law refers to: 40. | feforeasr s T 3d 8?2
A. Laws regarding physical crime A. Vifae SraRTen O Se&fea BT
B. Laws related to internet, data protection, B. gETﬁE’, @'ﬂﬁ?&l’[ 3T Gﬁ"'lﬂTE'"'[
and online activities Tﬁﬁfﬁﬁﬁﬂaﬁﬁw

C. Laws related to land ownership
D. Laws about banking only

c. Yo warfire | Safta s
p. $ad fb | Tafta 1A




41. | Which of the following is not covered by 41. ﬁgﬁﬁaﬁq%ﬁmw% 3idifa =gl
Digital Law? 3|'|T‘|T%7
A. Online fraud A. GTHFITE'FI' Qﬁmq@
B. Copyright infringement in digital media B. Fefrea Mifear -ﬁm I
C. Privacy of digital users %ﬁmm Tﬁ'QT-ﬂ'qT-n
D. Traffic laws for vehicles ; m% m m\;;a;[
42. | The Information Technology Act (ITA) 2000 | 42. | HIRd BT AT Eﬁ?ﬂﬁﬁﬂ sifafraa (&ﬂgﬂ
of India addresses: 3f¥fraw) 2000 fFaS Tafta g2
A. Digital marketing A. %ﬁﬁ'ﬁtﬂ%ﬁ'ﬂ
B. Online privacy and security Tﬁ'ﬂ‘ﬁ'ﬂ?ﬁ Gﬁ?
B GII"'IFIIE"'l
C. Digital media advertising C %ﬁmmm e
D. Internet censorship b WW
43. | Digital signatures are used to: 43. | feforea WWWWWW%
A. Ensure the physical security of a A. fFdt cxaaw & Wifas & gﬁﬁﬁ[
document aﬂﬁﬁ;m
B. Authenticate digital communications and B. e ¥aR aﬁ?mﬁvﬁﬁwﬁﬁ
documents W
C. Secure online banking transactions only aﬁla;lﬁ‘}{ Wmiﬁw
D. Provide free access to digital content C A asf%ﬂ:” Tefre
p. f&frea wrmi 9@ gua uga 33 & g
44. | Copyright protects: 44, ﬁﬁmﬁﬂﬁﬁ GRET hdl 2
A. Physical property A. Hifas IufRy
B. Inventions B. arrl%wm‘r
C. Original works of authorship -;ﬁﬁﬁ; ¥
C. wl%l@m TITWWTI?ICII
D. Business names D. STYTR 979
45. | Which of the following is NOT protected by | 45. | {9 # & H9-IT HIURTSC GRT WM&rd 1
copyright? 2
A. Books A. tr\q%
B. Songs B. Mg
C. Ideas ﬁ?ﬂ?
D. Movies C.

D. fhed




46. | The symbol © represents: 46. u?ﬂa; © Bl G[Qf%;
A. A company A. T% HUAT
B. Copy service B. m@m
C. Copyright o
C. wdlwse
D. Commercial use b Wﬂmw
47. | Copyright law grants the author exclusive 47. ﬁmwﬁ'@ﬁaﬁ HT GIﬁIWR' a‘cn
rights to: ?
A. Use, distribute, and reproduce their work A. \’rl'qﬁ' $rcf$r m—rr’ ﬁ?R'UT Gﬁ?'
B. Create physical copies only qISEIG W BT
C. Open a business B. $adl Hifve ufeai e &1
D. Protect inventions |
C. U Uq™g Giad &1
D. ATFASHRI BT & HI BT
AT YR BT FFaferiaa 1 9 S 91 usq
48. | Which of the following is NOT an aspect of | 48. qﬁ%—;
information security?
a) Confidentiality a) NLGIEGI
b) Integrity b) @Sl
c) Availability
d) Entertainment Z)) e
SQL Injection BHA [T A2ITHT T 22
49. | SQL Injection attacks target: 49.
a) Database systems a) SeTay Rewd
b) Physical network devices b) me
c) User passwords only 0 W mm
d) Email servers
d) SHA TdY
50. | Ethical hacking is: 50. | Ufyed gfhr Far 87
a) Hacking without permission
b) Unauthorized access to steal data a) ‘-"fﬁ'qﬁ CACGI %ﬁ,—q BT
c) Authorized attempts to find and fix b) @ET w ¥ m GFIﬁIW qg’a
security vulnerabilities <) R&T H’TH\_rﬁﬁ'*ff el @Eﬁ GﬁT G aﬂﬁ
d) Installing malware on a system ¥ m Glf'EIW T

d) RReH A AdduR §eTd BT




GEAT YR&T BT HIH-A1 Ueh Ig JHdd

51. | Which component of information security | 51. | HIdT g fh SCTH BIS IGATd AT DSIIS A
ensures that data is not altered or tampered tﬂ-?
with? A. JURISTT
A) Availability B. ESdI (Integrity)
B) Integrity C.
C) Authentication ) s
D) Confidentiality D.
52. | Which of the following is an example of a 52. | faufeaf@ad g S q.ﬁ'ﬁa;ﬁ?&nﬁ'qa'u]'
physical security control? (Physical Security Control) &T T TR )
A) Using strong passwords A. HoIgd m BT B"qTﬁ"T HIAT
B) Encrypting data ) WW
C) Installing security cameras E ?&?ﬁ%m
D) Running anti-virus software "3 o
D. UEaRR ATt daR eI
53. | Which of the following is a preventive 53. ﬁ'l;[ o ﬁ ?ﬁ:{-?ﬂ & dolo ﬂ?ﬁ%l’l’l:[
security technique? (Preventive) ¥ forQ 22
a) Firewall
b) IDS (Intrusion Detection System) a) m
c) Logging )
ID (gﬂaB ygdl- QUIIF")
d) Hash verification lca)) S-
d) 3T TTI
a1 grem ¥ fFaferfea o @ ot ar sMfae
54. | Which of the following is considered 54. | gdgR AMEI SITdl %?
unethical behavior in information security?
a) Reporting a discovered vulnerability to a) Qe 11% vulnerability & AT B R
the organization BT
b) Accessing confidential data without b) Gﬁﬁ@_d =T ﬁ Mg éET 5 tIE?I T
authorization ST
c) Encrypting sensitive data for protection .
d) Following company security policies c) ¥ 5]3 RIK @'Hﬁﬁ?&ﬂ%ﬁﬂ'{ QI o €
d) U D JR& il o1 ure HRe
55. | Social engineering attacks exploit: 55. #I'Sz]ﬁ gﬁﬁﬁ'qﬁ'rr Btlﬁ faer 'L rd | 331%
a) Weak software %’7
b) Human psychology and trust
c) Network protocols only a) HHR IUTATR
d) Encryption algorithms b) A 'FF-ﬁﬁ?I'H 3R frym
¢) Had Aead Werbid

d) TP Teiied




56. | Which document is MOST closely related to | 56. | @I |T Wﬁ\“x{ Hifa awhten (Policy Review)
a policy review process? ufspar 9 gad 3ifte Adfia 82
a) System Log File
b) Compliance Audit Report a) Ry & BIgd
c) Personal Notes of Employees b) Gﬁ%E' ﬁ'lﬂ?f
d) Internet Usage History 0 ' ¥ TR T-ﬁE:\EI'
d) $c¥AT SUUNT &1 Sfag™
57. | A user who violates a software license 57. uﬁﬁémmﬁ@'ﬂ
agreement can face: AN BT ST Hdl 8 df I T HTHAT
A. Software updates HITUS Jhdl %?
B. Rewards A. HIHEETR 3USe
C. Legal action or penalties i
D. Bonus features E WEW@WE
D. T WiaRd
58. | Unauthorized copying of software or datais | 58. H"I‘Cl%’ﬂ'ﬂ? qr a1 $t &Hﬁ@ﬁ[ Jbd feaaT
a violation of: Iy 27
a) Confidentiality
b) Intellectual property rights a) Confidentiality aﬁu'—ﬂ"qr-n)
;’)ﬁ:’ttk:?t'"ty b) Intellectual property rights (ﬁ'@ﬁ
eIty Huer ARPR)
) Availability (SUcTstT)
d) Integrity (3W&dI)
59. | Cybersecurity professionals must maintain: | 59. | gIga¥ L3 Ll ﬂ'ﬁaﬂ' aﬁ HT dATE IG-T
a) Ethical behavior, professional standards, aﬁ%‘q’)
and compliance with laws
b) Only telc(hn'caLSk'"? L a) Ethical behavior, professional
;)) 2‘:‘3’2;\;‘2‘:‘:Sezz:'izlzat'on standards, and compliance with laws
b) Fad AH-ID! DI
¢) Head T S gEe
d) Faa Wifds gRam
60. | Which type of email is considered a threat 60. ﬁ'{;rﬁ ﬁaﬁ-‘{-ﬁ gﬁﬂgﬁﬁ qR&m %ﬁm

in email security?

A. Welcome email from HR

B. Email with an unknown link or
attachment

C. Monthly newsletter

D. Internal team update

EaRT HIT STt 82

A. TSR A W 39

B. 3I3ITd feiep 4T 3rc=Hc areft sAd
C. HIRI® =ulaieR

D. 3idf® | 3ruse




61. | One way to prevent phishing attacks is: 61. | fopfRmT Gﬂ?ﬁaﬁﬂaﬁ Canesag ?I'ﬂ??[%
A. Always reply to unknown emails A. mﬁﬁmmﬁﬁﬁ
B. Click on flashy banners B. PSR 9% R fFd® BT
C. Use spam filters and verify senders c. T fheey &1 SUINT BT 3R 9P B
D. Never read emails Wﬁﬁm
p. H W Wt R T U
62. | Intrusion Detection Systems (IDS) are used | 62. | Intrusion Detection System (IDS) f5a 1%1!
to: SUANT T TaT 32
a) Encrypt data
b) Monitor network traffic and detect a) Tol | Q-@,-E HIET
suspicious activity b) Acad ¢fthe & FATRT & SR
¢) Backup files wifrves R 1 wa e
d) Control user access ) tb"l%?ﬁ BT YHIT AT
C
d) SUGRTHdl &1 Ugd & Frifia s
63. | A substitution cipher works by: 63. W‘ﬂﬂ?ﬁﬁl‘l}?{mm%
A. Rearranging letters in a message A. 'ﬂé‘!{[%«? &R B (AHTRIT HID
B. Replacing each letter with another letter B. TP 31&R bl fhl 3 3R o agdd
C. Hiding the message in an image m & fodt R d
C. QUIN
D. Encrypting numbers only D WWG&@WW
Substitution cipher aﬂg@ HHSR u‘g%ﬁ?
64. | The main weakness of substitution ciphers | 64. | g8 PP GRT ST ST THdT 82
is that they can be broken by:
a) Frequency analysis a) anqﬁ[ﬁ'sza'q'u'[
b) Brute-force only b) W Q@'—Wﬁ
c) Reverse engineering m%ﬁﬂﬁmﬁ'ﬂ
d) Quantum computing Z)) ma?ll]ﬁ'ﬂ
65. | In a monoalphabetic cipher, each letter of 65. | HI-3eprdfed RIpR ﬁ, WICRSE & TP
the plaintext: &R PI:
A. Maps to itself A. 3709 319 | e glar @
B. Maps to a different letter based on a B wﬁ%uﬁwma; 3MYR I fHeht
fixed substitution \?rFCI' 3AER '\ﬁ‘ I RIGH ﬁﬂT %-

C. Is reversed
D. Is doubled

c. IeeT fParsrar g

D. GIgTIT ST 8




66. | Which cipher uses a pair of public and 66. 3)3[7-[ 31 e H‘Iﬂ\_ﬂﬁﬁ? Gﬁ'\f faeit @Txﬂ %
private keys? IS BT SUINT BT 82
a) Stream cipher
b) Block cipher a) -\;ﬁq Ry
c) Symmetric cipher b) <P RIeT
d) Asymmetric cipher :
¢) I Feoit e
d) ST Poit RIw
67. | What does X.800 define? 67. | X.800 T URHIIIT HdT &2
A. Encryption algorithms A. Tl TanieH
B. Security services and mechanisms B. &I '\ﬁa'l'l'{ &ﬁ'\f a3
C. Network topologies c. Aead Taaren
D. Firewall configurations D. PRRETa SRR
68. | How often should information security 68. | T Y& Hifaal i Gl'l'c,"'-lf *U Y fea
policies ideally be reviewed? TR GHIT $1 S Tfge?
a) Once every 10 years
b) Only when a breach occurs a) 8% 10 AT ﬁ@ IR
c) Periodically (e.g., annually or semi- b) ¥Fad T aﬁg & IiaT 3'1-
annually) o) Prafia siRTer W) @, | A
d) Never, once created they are permanent a{m '
d) aS%ﬁTe?r', TP TR §1 9 & 916 IR
69. | One-way hash functions are mostly used 69. | 99-d X PaR BT USRI STANT T &
for: A. 9ifEat 4R & forg
A. Sending videos B. BISd PUIEA P ﬁ'q‘
B. File compression C. JTHaS TR 3R ST srasdr & forg
C. Password storage and data integrity ! S‘ﬁﬁm
D. Encrypting emails D. a?ﬁl'l'{
70. | A one-way hash function is also known as: 70. Waq-a%mmqaﬁwwm%?

A. Symmetric encryption
B. Hash algorithm

C. Biometric matcher

D. Reversible cipher

A. U Tep®E
B. B%T TANINGH

c. TARe® TR
p. RafRfsa Riwe




71. | Which of the following is a basic type of 71. mﬁﬁﬁﬂ-mﬁimaﬂqﬁ
cryptography? UPR 82
A. Block chaining A. TR AfET
B. Hashing B %ﬁm
C. Symmetric key cryptography C. T-I'Fl'm Qﬁ‘ﬁ m
D. Packet sniffing D. e Rgpy
72. | In symmetric cryptography, the same key is | 72. mﬁ?{mﬁwﬁ@_vﬁmw
used for: fraremare:
A. Decryption only A. Bad feferma & forg
B. Encryption and decryption B Q'%WT'_‘T aﬁ;maﬁ%
C. Only hashing Cm%ﬁma;m f%-nz
D. Creating digital signatures D. Refre swaTar 99 ¥ e
73. | Public key cryptography uses: 73. | ArdeIAP @_vﬁ W A IuarT far
A. One key for both parties \_rI'IT'IT%:
B. The same key for all users A. ST Ueil & forg ue 81 ot
C. A pair of keys (public and private) B. gt mfeﬁa;mwﬁw
D. No keys c. Hiordl B T W1} (ufRre 3R ursae)
D. P13 poil A8l
74. | Which algorithm is used in asymmetric 74. mmﬁaﬁq_mwﬁﬁm
cryptography? SUHRT foaT oiraT 82
A. AES A. AES
B. RSA B. RSA
C. DES C. DES
D. MD5 D. MD5
75. | What is plaintext? 75. | WHcRS T Eﬁ?ﬂ %?
A. Encrypted message A. Q‘ﬁ?@:ﬂ;qﬁ!{[
B. A random code B. Q-a;i-gqﬁ-g
C. Original, readable message before -\ﬁ ;
C. TRh XM | UgA &1 4d, U I Haxl
encryption b '\‘IE'TRHEIET e, e
D. Compressed data )
Substitution cipher " ciphertext H 3{&Iﬁ Gl
76. | In substitution ciphers, the frequency 76. | JTgfT fAART (frequency distribution) HT

distribution of letters in the ciphertext is:
a) Same as plaintext but disguised

b) Completely changed

c) Random and unrelated

d) Always equal

FaTg?

a) Plaintexta?'ﬂ'qﬁamﬁ?m'g'&ﬂ
b) T¥ A¥E 9 T

c) ATEfes® SR e

d) SRR 99




77. | The process of converting ciphertext back to | 77. ﬁmﬂéﬂ'?ﬁ Wﬁw ﬁmﬁaﬁ
plaintext is called: UfhdT B RITPEd 22
A. Transferring A. a-\q-q;ﬂ-q
B. Encoding ;
B. q&lléll
C. Decryption C %a;m
D. Re-coding D. ST
78. | What is used to lock and unlock messages in | 78. mﬁ‘maﬁa‘ﬁ? aﬁ? aﬁﬂﬁaﬂﬁ'
cryptography? & fore Far U BT 82
A. Mouse A. OIS
B. Monitor B 'Flﬁeﬁ?
(I;.. I:E:Ider . §' (Key)
D. ‘3'@?
79. | Which statement is TRUE about 79. | Transposition cipher & IR H I 91 HYT
transposition ciphers? ﬂﬁ' %7
a) They change the letters into different
::)t;‘;rs e lotter o a) & 3&RT P 3T 31&RT # 9q0T ad §
ey preserve the letter frequencies o . : :
olaintext :3@%% %amtext & &I B qh wRfara
c) They cannot be combined with 3% ution T-Iﬁ
substitution ) substitution & dTY Gils | olT
d) They destroy the order of the alphabet SEL . .
completely d) AT REA AR F FA P AT FIGA &
80. | The public key is shared with: 80. H‘Iﬂﬁ'ﬁﬂ?gﬁﬂmﬁimﬁwﬁmév
A.No one A. f6dt & Y =l
B. Only the boss B. Wa‘ma;mq
C. Everyone C ?H’l-ﬁ%'\"ﬂ?‘l'
D. Only with your compute i .
D. Had YA HHER &b ATY
81. | If plaintext bit = 1 and key bit =0, the XOR | 81. | IfY plaintext bit = 1 30T key bit = 0 §, @

ciphertext bit will be:
a)o

b) 1

¢) Random

d) Same as key

XOR ciphertext bit FT g2

a)o

b) 1

c) Random (ﬂﬁ%ﬁ)

d) Same as key (§7_vﬁa? THTA)




82. | Which of the following is a real use of 82. mﬁﬁmﬁ 3T YA
cryptography? T 8?
A. Sending secret messages A. wm NI T
B. Making sandwiches B asﬁ?ITSFIT:IT
C. Watching movies ﬁmﬁ'@n
D. Charging phones ; B 7S e
83. | Which one is more secure — symmetric or 83. | PI-H aiftre WRfEa 3 - Tufta ar srufia
asymmetric encryption? Q‘%?UIF{?
A. Symmetric A. JHa
B. Asymmetric B GI'\‘l'qﬁ?[
C. None ' Hﬁ'sc :
D. Both are unsafe ; ﬁ%%
84. | What does a website's privacy policy usually | 84. Wﬂmaﬁﬁﬁ’qﬁ:ﬂﬂ (Privacy
explain? Policy) SITAGIR UR T 9dTd! 82
A) How to improve your internet speed A. mm@gﬁm
B) How the website collects and uses your '
B. AGNTSC ATUH] ST Y THIAT 3
data ST BT 8
C) The price of internet services W Jarai a9 3ha
D) How to create a new website C. )
D. 7S J9UTEC A IT¢
85. | XOR cipher is considered weak because: 85. | XOR cipher D1 FHONR F |1 SITdT %?
a) It is irreversible
b) If the key is short or reused, patterns can a) U8 Sufaadrg %
be detected b) TS key DI B AT YH: SUGNT H1 =TT, T
¢) It increases data size .aE:f UdT STIT A1 GpdT %
d) It requires large key storage
c) 9% 3T 3THR JeTaT §
d) s'\%%? e 9 Poit JUgUr Bt SmaRgHar
XOR @1 fhPIuTw ¥ g1 SuaiT Fi 22
86. | XOR is mainly used in cryptography because | 86.

itis:

a) Complex and slow

b) Simple, fast, and reversible
c) Always random

d) Requires no key

d) 5P foIE BIS key TITSD 81




87. | Which of the following is a key objective of | 87. &1 Hifaa) &1 g G%'!R:[ I %?

security policies?

a) Protect information assets a) I Jufral #1 JRET BT (Protect

b) Define responsibilities of users information assets)

c) Establish procedures for incident b) mﬁﬁmﬁqﬁw

;e)s:ltl)n:eth b ® AT (Define responsibilities of users)

of the above )

¢) TreAT ufafshar & fore uferart wuifta s
(Establish procedures for incident response)
d) IR ot (All of the above)

88. | Which part of the CIA Triad ensures that 88. | clA g‘m@’mﬁ-‘-{.m T %ET Ef?[ H’Eﬁ'&w_cn Gﬁ?
data is kept accurate and free from BERIEE:| & gifea wwar 2
tampering? A, Tt
A) Confidentiality B. el (Integrity)

B) Integrity |
C) Availability ¢ mﬂmamaui"
D) Authentication D.

89. | The "A" in the CIA Triad stands for: 89. | CIACIOS H A" BT WIS T BIdT 82
A) Authentication A. TaTofiRor
B) Access B. Qﬁ'\ﬁ'\‘l’

S)) ':Vi::ab_'htz. C. SUARIT (Availability)
uthorization
D. 3Hf¥Ppd BT

90. | What is the main goal of information 90. mﬁv&nﬁr'ﬂ'@[mw%‘?
security? A. STANTH TS BT ARSI UG BT
A) To provide entertainment to users B. ST B MUITdT, 3RaSdT 3N STl
B) To ensure confidentiality, integrity, and gﬁ@mm
availability of data (o mmm
C) To increase website traffic ) m Wﬁfﬁﬁl’*ff o 23; ST
D) To track user activities D.

91. | The main purpose of a security policy 91.

review process is to:
a) Delete old policies permanently

b) Ensure policies remain current, effective,

and aligned with business goals

c) Replace security with compliance
documents

d) Train only new employees

éﬂj&n#’rﬁrw&nmma@mw

a) I ifaai o) wrd & § gern

b) gfAfa w31 fop Hifeat adarE, gurd
IR ATTAIRIS A&l & =Y g+t 7@
3ﬂ?&naﬁﬁﬁﬁ%maaﬂqmmﬁﬁﬁ

qeaAT
d) Fad A HHAGT ST YRI&ror ST




92. | What is a firewall used for in information 92. Wwwﬁmﬁwm
security? frarSarg?
A) To speed up internet access A. ECTAC TR oSl 1 & forg
B) To protect against unauthorized access to B. Acah o ngm%m
:)"_:;";’t‘:::‘e data in the cloud . SeT P ; il 3 s
D) To create stronger passwords D. Hoigd %?1%113
93. | Which of the following helps secure online 93. Gﬁqﬁﬁ:l' maﬁ‘g‘d&mmﬁﬁaﬁq
accounts? WW%?
A) Using weak passwords A. FHOIR 'CITHEI'C‘;; T STANRT
B) Enabling multi-factor authentication B qc_tﬂ-a)_cﬁ'? Sfedpe= & BT
C) Ignoring software updates | TToeaaR 3T 3F|%@T FT
D) Sharing passwords with others ; WW%'\:{ZWW
94. | Which of the following is an example of 94. ﬁil:lT\ﬁT&lTﬁW[UﬂW (Authentication) T
authentication in information security? ISTe 0l HT %?
A) Encrypting data A. %ETWW
B) Verifying a user’s identity through a B -qma:‘,r- %Wm?ﬂ Wﬁ
password H@W
C) Storing data securely E A
D) Making backups of data C. %@g?ﬂ %&NF\FQ
D. $Id| ATl
ST Bl WSl AT H- H RTHEG
95. | Which of the following helps ensure data 95. WT%?
integrity? A. BTSAl BT §HHT T
A) Making backups of files B. 22T aﬁm ST
B) Encrypting data %IW SR $IP TS STiF=T
C) Using checksums to verify data has not c. qﬁ%‘ﬂ ae fesa
changed : v .
D) Installing firewalls D. TPTORATE S¥CTC PRI
96. | A transposition cipher works by: 96. | Transposition cipher aﬂﬁ DTH DIl %?

a) Substituting each letter with another
letter

b) Shuffling/rearranging the order of
characters without changing them

c) Converting text to binary

d) Adding numbers to letters

a) U@ &R BT AN &R A G-

(Substituting each letter with another
letter)

b) &R} ® dge & AT HH B Bracd /
g arRyd B
c) éwﬁaﬁ-—lﬁﬁmm (Converting

text to binary) _
d) 3f&Rf § HBATU SitSHT (Adding numbers

to letters)




97. | Identity theft in cybercrime refers to: 97. | HIgAX hIgH s | Identity theft &1 HIT Hddd
a) Stealing personal information to commit
fraud
b) Deleting unwanted emails a) dEYS e F ﬁl’[{ IfRTd TSR
c) Installing antivirus software R ’
d) Changing passwords for security b) GFETI% iﬁ?r T
c) - ﬂ \I. a . \J
d) R & T uRIas agan
98. | Which law in India deals with cybercrime | 98. | YRd H P AT B ATZATHIZH 3R
and electronic commerce? SAFEI-P HIAY § Jafdd 82
a) Indian Penal Code (IPC) only
b) Information Technology Act, 2000 a) W Indian Penal Code (IPC)
¢) Companies Act .
| |
d) Cybersecurity Act 2020 ::))) c:t:g:::::l:t“hno ogy Act, 2000
d) Cybersecurity Act 2020
99. | Which of the following is a preventive 99. ﬁ'l;[ o '\Q' aﬁT-[ T qIgd¥shIgH * feeare
measure against cybercrime? AF YT U %?
a) Using strong passwords
b) Avoiding software updates a) W 'q-r\qaé BT m—l-r
c¢) Sharing passwords openly b) ;r‘fuaﬁm GN:.%_(_" ﬁ CLC]
d) Disabling antivirus . :
¢) UTHaS i [ § ATHT BT
d) THarRY & f$ad &=
100. | Which of the following is an example of 100. | 9 A T P9 AT GISIHISH BT IGT8 T 8?2
cybercrime?
a) Hacking into a bank account a) P BIIT H %-ﬁ,—q
b) Driving without a license b) faaT m—a 139 BT
c) Stealing physical money c)) ‘l-ﬁf?ﬁ? a@ Gl iﬁ"ﬁ

d) Shoplifting

d) T BT
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Example :

Question :

Q1 ® @ © ©
Q2 ® ® @ ©

Q3 ® @ © ©

5. Each question carries equal marks.
Marks will be awarded according to the
number of correct answers you have.

6. All answers are to be given on OMR
Answer Sheet only. Answers given
anywhere other than the place specified
in the answer sheet will not be
considered valid.

7. Before writing anything on the OMR
Answer Sheet, all the instructions given
in it should be read carefully.

8. After the completion of the examination,
candidates should leave the examination
hall only after providing their OMR
Answer Sheet to the invigilator.
Candidate can carry their Question

Booklet.
9. There will be no negative marking.
10. Rough work, if any, should be done on

the blank pages provided for the purpose
in the booklet.

11. To bring and use of log-book, calculator,
pager & cellular phone in examination
hall is prohibited.

12. In case of any difference found in English
and Hindi version of the question, the
English version of the question will be
held authentic.

Impt. On opening the question booklet,
first check that all the pages of the question
booklet are printed properly. If there is any
discrepancy in the question Booklet, then
after showing it to the invigilator, get another
question Booklet of the same series.
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