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Which of the following is an Application Layer
protocol?

(A)  TCP
B P
(C) HTIP

D) Ethernet

What is a key advantage of a star topology?

(A) If one node fails, the entire network
fails.

C

It is easy to add new devices.

S

It uses the least amount of cable.

C

All nodes share a single
communication link.

What is the primary function of a Repeater?

(A) To route data packets

(B) To extend the network distance by
regenerating signals

C) To filter network traffic

D) To connect different types of
networks

The process of dynamically allocating IP

addresses to devices on a network is

handled by which protocol?

(A) ARP

(B) ICMP

€ DHCP

D) DNS

What is the main characteristic of the IPv6
protocol?

(A) It uses 32-bit addresses
(B) It has a larger address space

C) It supports only unicast
communication

D) Itis less efficient than IPv4
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6. Which of the following is a function of the
Data Link Layer?
(A) Routing
(B) Congestion control
(9] Framing
D) End-to-end delivery

7. Which of the following is a correct
characteristic  of a  full-duplex
communication?

(A) Data flows in only one direction.

(B) Data can flow in both directions
simultaneously.

(@) Data flows in both directions, but not
at the same time.

(D) Data flow is restricted to a single
channel.

8. In the OSI model, which layer is responsible
for establishing, managing, and terminating
sessions between applications?

(A) Transport Layer
(B) Session Layer
(9] Network Layer
D) Application Layer

9. What is the purpose of FTP (File Transfer

Protocol)?

(A) To send emails

(B) To transfer files between a client
and a server

(®) To provide web pages

D) To log in to a remote machine

10. What is the primary purpose of congestion
control?

(A) To manage traffic flow at the data
link layer
(B) To prevent the network from
becoming overloaded
(®) To ensure data privacy
D) To provide logical addressing
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1. Which of the following describes the flow of
data in only one direction?
(A) Half-duplex
(B) Simplex
(®) Full-duplex
D) Bidirectional
12. A network device that connects multiple
computers and other devices to form a
network is a
(A) Switch
(B) Network Interface Card (NIC)
(®) Repeater
(D) Router
13. Which error correction scheme is a single-
error correcting code?
(A) Parity check
(B) Checksum
(®) Hamming codes
D) CRC
14. What is the primary function of the Domain
Name System (DNS)?
(A) To provide a unique IP address to
each device
(B) To translate domain names into IP
addresses
(®) To manage network security
D) To provide congestion control
15. A protocol that is responsible for end-to-end
communication is found at which layer?
(A) Network layer
(B) Transport layer
(®) Data link layer
D) Application layer
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16.

17.

18.

19.

20.

The process of moving packets from an  16.

input to an output based on routing tables is
called

(A) Switching

(B) Framing

(®) Encapsulation

(D) Packet scheduling

Which protocol is used for sending email ~ 17.

messages?
A) FTP
(B) HTTP
© SMTP
(D) Telnet

Which network topology connects every  18.

device to a central hub?

(A) Ring
(B) Bus
(®) Star
(D) Mesh

What is the main difference between a  19.

switch and a hub?

(A) A switch is a physical layer device,
while a hub is a data link layer
device.

(B) A switch sends data to a specific
device, while a hub broadcasts data
to all devices.

(®) A switch is less expensive than a
hub.

D) A switch has fewer ports than a hub.

Which layer of the OSI model provides  20.

services to user applications?
(A) Presentation Layer
(B) Session Layer

(9] Application Layer

D) Transport Layer
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21. A signal that has a continuous range of
values is called a(n) signal.
(A) Digital
(B) Analog
(®) Composite
(D) Periodic

22. A device that connects two different network
segments and filters traffic based on MAC
addresses is a
(A) Router
(B) Switch
(®) Bridge
(D) Gateway

23. In which ARQ protocol can the sender
transmit multiple frames without waiting for
an acknowledgment?

(A) Stop-and-Wait ARQ

(B) Go-Back-N ARQ

©) Selective Repeat ARQ
(D) Both (B) and (C)

24. The process of using a false identity to
deceive someone into revealing sensitive
information is called
(A) Phishing
(B) Spoofing
(9] Hacking
D) Sniffing

25. A protocol that provides dynamic IP address
allocation is
(A) ARP
(B) RARP
© DHCP
D) ICMP
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26. What is the primary purpose of a firewall?
(A) To increase network speed
(B) To prevent unauthorized access to

a network

(®) To manage IP addresses
(D) To broadcast network traffic

27. What is the role of the MAC (Media Access
Control) sublayer?
(A) To provide logical addressing
(B) To manage access to the shared

transmission medium

(®) To handle end-to-end delivery
(D) To perform error correction

28. The process of adding a header and a trailer
to a frame is called
(A) Framing
(B) Encapsulation
(®) Segmentation
(D) Error control

29. A network security device that monitors and
filters incoming and outgoing network traffic
based on an organization’s previously
established security policies is a
(A) Firewall
B) VPN
(®) Router
(D) Switch

30. A signal that completes a pattern within a
measurable time frame and repeats that
pattern over time is a(n) signal.
(A) Aperiodic
(B) Non-periodic
(®) Periodic
D) Simple
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31. Which of the following is a network
topology?
(A) Bus
(B) Star
C) Mesh
(D) All of the above
32. Which protocol is connection-oriented and
provides reliable data transfer?
(A) UDP
(B) TCP
©) ICMP
D) DNS
33. What is the purpose of an IP address?
(A) To identify a specific network
interface on a network
(B) To provide a physical address
) To manage data flow
D) To encrypt data
34. Which of the following is an example of an
Application Layer service?
(A) TCP connection
(B) IP routing
C) Web browsing
D) Ethernet framing
35. What is the primary use of the SMTP (Simple
Mail Transfer Protocol)?
(A) To retrieve emails from a server
(B) To send emails to a server
) To browse websites
D) To transfer files
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36. Which of the following is a function of the
Application Layer?
(A) Routing
(B) Port addressing
(®) User interface and network services
D) Error detection

37. What is the purpose of a Virtual Private
Network (VPN)?
(A) To block malicious websites
(B) To extend a private network across

a public network

(®) To provide dynamic IP addresses
(D) To translate domain names

38. What is the primary purpose of a CRC
(Cyclic Redundancy Check)?
(A) Error correction
(B) Error detection
(®) Flow control
(D) Framing

39. A security term that refers to gaining
unauthorized access to a computer or
network is
(A) Encryption
(B) Hacking
(®) Authentication
D) Authorization

40. What is the process of breaking data into
smaller, manageable pieces for
transmission?
(A) Segmentation
(B) Encapsulation
(9] Framing
(D) Both a and b
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41. Which of the following is a common security
term that refers to an attack designed to
disrupt network services?

(A) Phishing

(B) Man-in-the-middle attack

(®) DoS (Denial of Service) attack
(D) SQL injection

42. The process of converting a digital signal
to an analog signal is called
(A) Encoding
(B) Modulation
(®) Demodulation
D) Multiplexing

43. The process of sending a packet to all
destinations in a network is called
(A) Unicasting
(B) Multicasting
(®) Broadcasting
(D) Flooding

44, A protocol that allows a user to access a
remote computer’s shell is
(A) FTP
(B) HTTP
(®) Telnet
D) SMTP

45, The technique of grouping bits into a logical
unit for transmission is called
(A) Segmentation
(B) Packetization
(®) Framing
(D) Encapsulation

B070601T/36

41.

42.

43.

44,

45.

(11)

Frritee & & -8 O TH gRE
9 & S ea ast B A R @
f fesmee @U@ ew #l Harid
P &7

(A Tl

B)  ¥-z9-3-fred wua

(C)  DoS (&ar & 3R &Hall

D)  SQLZSi™

fefotedt Rt a1 CetreiteT Rty 7 e
e ) B AR FeT S 2

(A) TS

(B)  HiggwH

()  feHiggms

D)  AcCIeiierT

Seas § gl i I U U Wom
B ufEar B .. & ST B

(A) GBI

(B) OIS

(C)  SisHieET

D) T

Ueh ISl SN SUGTeRe bl GT8Y HGEX

% A T Tge H AR A T,
...... Bl

A FTP
(B)  HTIP

C) ;e

D)  SMTP

siafise & fom focq &t o s
T § TURd H B TEE B ...
& ST B

A) eI

B) VeI

C) T

0)  TTaR

[P.T.0.]



46. What is the main purpose of a Network
Interface Card (NIC)?
(A) To manage power supply
(B) To connect a computer to a network
(@) To provide wireless connectivity
(D) To store data

47. In IPv4, what is the maximum number of bits
in an IP address?
(A) 32
(B) 64
© 128
D) 256

48. The fundamental concept of using a
combination of simple sine waves to form a
complex signal is known as a
(A) Periodic signa
(B) Time domain analysis
© Composite signal
D) Aperiodic signal

49. The TCP/IP protocol suite has how many
layers?
(A) 5
B) 4
© 7
D) 3

50. The World Wide Web (WWW) is a system
of interlinked hypertext documents
accessed via the Internet. What is the
protocol that serves as its foundation?
(A) FTP
(B) Telnet
© HTTP
D) SMTP
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51. A firewall can be implemented as
(A) Software
B) Hardware
(®) Both (A) and (B)
D) Neither (A) nor (B)
52. The logical arrangement of network devices
is called the
(A) Network protocol
(B) Network topology
(®) Network architecture
D) Network standard
53. Which of the following is a private IP
address?
(A) 192.168.1.1
B) 203.0.113.1
© 8.8.8.8
D) 172.16.1.1
54. What is a key design issue in the network
layer?
(A) Ensuring reliable data transfer
(B) Providing a reliable physical
connection
(®) Routing data packets through the
network
(D) Handling presentation issues
55. Which of the following is an example of a
contention based access method?
(A) Token Ring
(B) Ethernet
(9] Polling
(D) All of the above
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56. What do we call the representation of a
signal’s amplitude over time?
(A) Frequency domain
(B) Time domain
(®) Botha and b
(D) Neither a nor b
o7. The process of connecting two or more
network segments to create a larger network
is called
(A) Bridging
(B) Switching
© Routing
(D) Hubbing
58. Which device operates at the physical layer
and is used to connect multiple computers
in a star topology?
(A) Switch
(B) Router
(9] Hub
(D) Repeater
59. What is the function of the ARP protocol?
(A) To map an IP address to a MAC
address
(B) To map a MAC address to an IP
address
(®) To assign IP addresses
D) To translate domain names
60. The protocol that provides a best-effort,
connectionless service is
(A) TCP
(B) UDP
(9] HTTP
(D) FTP
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61. A method of access where a node must
acquire a “token” before transmitting is
known as
(A) Ethernet
B) ALOHA
(®) Token Ring
D) CSMA/CD

62. The service that allows a user to log in to a
remote computer and execute commands
is :

(A) FTP
(B) Telnet
© HTTP
(D) DNS

63. In data communication, the set of rules that
governs data exchange is called a
(A) Standard
(B) Protocol
(®) Component
(D) Media

64. The process of breaking a message into
smaller units for transmission is called
(A) Segmentation
(B) Framing
(®) Packetization
D) Encapsulation

65. Which of the following is NOT a benefit of
using a VPN?

(A) Data encryption

(B) Enhanced privacy

(®) Faster internet speed

(D) Secure remote access
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66. Which of the following is a transport layer
protocol?
(A) IP
(B) Ethernet
(€) UDP
(D) HTTP
67. What is the main purpose of the HTTP
protocol?
(A) To transfer files
(B) To translate IP addresses
(9] To retrieve web pages
D) To send emails
68. What is the representation of data using a
finite number of discrete values?
(A) Analog signal
(B) Digital signal
© Composite signal
D) Periodic signal
69. Which protocol allows the receiver to accept
out-of order frames?
(A) Go-Back-N ARQ
(B) Stop-and-Wait ARQ
(©) Selective Repeat ARQ
(D) Sliding Window
70. Which of the following is a guided
transmission media?
(A) Radio waves
(B) Microwaves
(®) Twisted-pair cable
D) Satellite communication
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71. Which protocol is used to provide Quality
of Service (QoS)?
(A) TCP
B) UDP
(®) Both a and b
(D) Neither a nor b
72. Which layer of the OSI model is responsible
for data encryption and compression?
(A) Application Layer
(B) Presentation Layer
(®) Session Layer
(D) Transport Layer
73. What is a key design issue in the network
layer?
(A) To handle presentation issues
(B) Routing data packets through the
network
(®) To provide a reliable physical
connection
D) To ensure reliable data transfer
74. What is the function of a router?
(A) To extend the signal
(B) To forward data packets between
computer networks
(®) To connect devices within a single
network
(D) To filter network traffic based on
MAC addresses
75. The mechanism used to ensure that the
sender does not overwhelm the receiver
with data is called
(A) Congestion control
(B) Quality of Service (QoS)
(9] Flow control
D) Error control
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76. Which of the following is a security threat
where an attacker intercepts and alters
communication between two parties?

(A) DoS attack

(B) Phishing

) Man-in-the-middle attack
D) Malicious software

7. A device that connects two or more
dissimilar networks and can translate
between different protocols is a
(A) Hub
(B) Switch
C) Router
D) Gateway

78. Which of the following is a function of the
Internet Control Message Protocol (ICMP)?
(A) To establish a connection
(B) To report errors and provide

information about the network
) To provide dynamic IP addresses
D) To translate domain names

79. The Domain Name System (DNS) is an
application layer protocol that provides
(A) IP addressing
(B) Port numbers
C) Naming service
D) Data transfer

80. Which of the following is a connectionless
transport layer protocol?

(A) TCP
(B) FTP
C) HTTP
D) UDP
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81. What does a VPN create to secure data  81.
transmission?
(A) A public tunnel
(B) An encrypted tunnel
(®) An open connection
(D) A peer-to-peer network
82. A network device that broadcasts incoming ~ 82.
data to all connected devices is a
(A) Hub
(B) Switch
(®) Router
(D) Bridge
83. Which of the following is a transport layer 83,
service?
(A) Logical addressing
(B) Connection establishment
(9] Framing
D) Media access control
84. Which of the following is a valid public IP 84,
address?
(A) 192.168.1.1
(B) 10.0.0.1
(9] 172.16.0.1
D) 8.8.8.8
85. Which protocol is commonly used to transfer g5,
files over the Internet?
(A) FTP
(B) SMTP
(@) HTTP
D) DHCP
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86. Which mechanism helps prevent network
congestion by controlling data flow?

(A)

(B)
©

Routing
Congestion Control

Encryption

86.
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87. Which protocol is primarily used to securely  87.
transfer files over the Internet?
A) FTP
(B) HTTP
© SSH
(D) SFTP
88. Which sublayer of the Data Link Layer is  88.
responsible for addressing and channel
access control?
A) LLC
(B) MAC
(9] Network
D) Transport
89. Which topology connects each device to 89,
every other device in the network?
(A) Bus
(B) Ring
© Mesh
(D) Star
90. Which device regenerates signals to extend 9.
the distance over which data can travel?
(A) Switch
(B) Router
(®) Repeater
D) Hub
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91. Which term describes an attempt to trick
users into revealing confidential information
via fake websites?

(A) Spoofing
(B) Phishing
(®) Sniffing

(D) Hacking

92. Which topology connects each device to a
central hub?
(A) Ring
(B) Mesh
(9] Star
(D) Bus

93. Which term refers to unauthorized access
to a network to steal data?
(A) Phishing
(B) Spoofing
© Hacking
(D) DoS

94. Which OSI layer is responsible for
establishing, managing, and terminating
connections?

(A) Transport
(B) Session

(®) Presentation
D) Application

95. Which protocol is used to retrieve emails
from a mail server?
(A) SMTP
(B) POP3
© FTP
D) HTTP
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96. Which of the following is a function of the
Data Link Layer?
(A) Routing
(B) Congestion control
(9] Framing
(D) End-to-end delivery
97. Which type of signal has discrete values?
(A) Analog
(B) Digital
(®) Continuous
(D) Modulated
98. Which layer in the TCP/IP model handles
logical addressing and routing?
(A) Application
(B) Transport
(®) Internet
(D) Network Access
99. Which communication mode allows data to
flow in both directions but only one direction
atatime?
(A) Simplex
(B) Half Duplex
(9] Full Duplex
(D) Broadcast
100.  Which system translates IP addresses into
domain names?
A) DHCP
(B) DNS
© FTP
(D) SMTP
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