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Which of the following is not a wireless
attack?

(A) Eavesdropping
(B) MAC spoofing

©) Wireless Hijacking
(D)  Phishing

On which of the following date, the Supreme
Court of India has invalidated Section 66A
of the I.T. Act, 20007

(A)  24.03.2015

(B)  31.03.2015

©)  01.01.2015

D)  01.06.2015

What is the punishment for identity theft in
the I.T. Act, 20007

(A) 5 years imprisonment or 5 lakh
rupees penalty or both

(B) 3 years imprisonment or 1 lakh

rupees penalty or both
€ Life imprisonment

D) None of these

(3)
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Where any law provides for the filing of any
form, then filing of such form in electronic
mode is allowed under which section of the
|.T. Act?

(A) Section 5
(B) Section 6
€ Section 7

D) Section 10

No appeal shall lie to the Cyber Appellate
Tribunal from an order made by an
Adjudicating officer with the consent of the

parties.
(A) True
(B) False

€ Partly true
D) Partly false
As per Section 2 (1) (f) of the I.T. Act, 2000,

which of the following means “a system of a
secure key pair consisting of a private key
for creating a digital signature and a public

key to verify the digital signature™?

(A) Symmetric Crypto System

(B) Crypto System

€ Asymmetric Crypto System

D) Asymmetric Cyber System

(4)
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7. The value added network is used in which 7.

form of communication?
A
B
C

(A) Electronic data interchange
(B) Electronic Communication
(C) Cryptographic Communication
D) None of the above

8. Which of the following usually observe each 8.
activity on the internet of the victim, gather
all information in the background, and send

it to someone else?

(A) Malware
(B) Adware
€ Spyware
(

D) All of the above

9. Which of the following is type of software 9.
designed to help the user's computer to
detect viruses and avoid them?

(A) Malware
(B) Adware
€ Antivirus

D) Both (B) and (C)

10.  Which one of the following is a type of  1q.

antivirus programme?
(A) Quick heal

(B) Mcafee

(@) Kasper sky

(D) All of the above
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11. Section 74 of the |.T. Act deals with : 11.

(A) Harassment
(B) Fabrication
©) Confiscation of power

D) Publication for fraudulent purpose

12. Under the Information Technology Act, 2000,  12.

appeal to the High Court may be filed on :
(A) Any question of fact

(B) Any question of law

(C) Any question of fact or law

D) None of the above

13. Who shall be repository of all Digital  13.

Signature Certificates?

(A) Presiding officer of Cyber Appellate
Tribunal

(B) Cyber Appellate Tribunal
€ Controller
D) Certifying Authority

14. Legal recognition to ‘Electronic Records’ is 14.

granted under which section of the I.T.
Act?

(A) Section 3
(B) Section 4
(9] Section 5
D) Section 6
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15. Which one of the following is actually  15.

considered as the first computer virus?
(A) Sasser

(B) Blaster

€ Crerper

D) Both (A) and (C)

16. Which of the following can be consider as  16.

the element of cyber security?
(A) Application security
(B) Operational security
©) Network security

(D) All of the above

17. Which of the following statements is correct ~ 17.

about the firewall?

(A) It is a device installed at the
boundary of computer to prevent
unauthorized physical access

(B) It is a device installed at the
boundary of an incorporate to
protect it against the unauthorized
access

(@) It is a kind of wall built to prevent
files form damaging the corporate

D) None of the above

18. Which of the following was known as the  18.

oldest hacking techniques used by hackers

to make free call?
(A) Phreaking
(B)  Phishing
©) Cracking

D) Spraining
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19. The Presiding officer of a Cyber Appellate
Tribunal shall hold office for a term of
from the date in which he enters upon his
office or untill he attains the age of ,
whichever is earlier.
(A) 3 years, 70 years
(B) 5 years, 65 years
©) 5 years, 70 years
D) 3 years, 65 years

20. Internet is often regarded as a major
component of the which of the following?
(A) Internet
(B) Intercept
©) Extranet
D) Intersept

21. Which of the following is not a type of peer-
to-peer cuber-crime?
(A) Phishing
(B) Injecting Trojans to a target victim
(C) Credit Card details leak in deep

web

D) None of the above

22. Which of the following is not an example of
a “Computer as weapon cyber-crime”?
(A) Credit Card Fraudulent
(B) Spying someone using key

logger

©) IPR violation
D) Pornography
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23.

24.

25.

26.
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Which of the following refers to exploring
the appropriate, ethical behaviours related
to the online environment and digital media
platform?

(A) Cyber Policy

(B) Cyber Security

€ Cyber Ethics

D) Cyber Safety

Which should be kept in the computer
system always to protect the computer
system against the hacker and different kind
of viruses?

A
B

Firewall
Antivirus

)
)
) VLC Player
)

O

(
(
(
D Script

“Tampering with computer source document”
is which kind of offence?

A Bailable

B Non-bailable
Non-Cognizable
D Both (A) and (C)

Order

challenged before which of the following?

)
)
)
)

P
O

passed by controller can be

(A) High Court
(B) Cyber Appellate Authority
©) Adjudicating Officer

D) Supreme Court

(9)
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26.
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27. As per Section 2 (1) (a) of the I.T. Act, 2000,
which of the following means “gaining entry
into, instructing or communicating with the
logical, arithmetical or memory function
resources of a computer system or
computer network™?

(A) Address
(B) Access
(©) Entry

D) Allociation

28. The appeal filed before the Cyber Appellate
Tribunal shall be dealt with by it as
expeditiously as possible and endeavour
shall be made by it to dispose of appeal
finally within how many months from the date
of receipt of the appeal?

(A) 3 Months
(B) 6 Months
€ 10 Months
D) 9 Months

29. A person shall not be qualified for
appointment as the presiding officer of a
Cyber Appellate Tribunal unless, he or she
is, or has been or is qualified to be :

(A) A judge of District Court
(B) A judge of a National Company Law
Tribunal
(@) A judge of a High Court
D) A judge of a Supreme Court
1008-B/460
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30. In which year, the Information Technology
Act, 2000 got updated?
(A) 2006
(B) 2010
(C) 2008
O) 2012
31. Section 24 of the Information Technology
Act, 2000 deals with which of the following?
(A) Application for licence
(B) Procedure for grant or reject of
licence
©) Display of licence
D) Renewal of licence
32. Representation upon issuance of digital
signature certificate is provided under which
section of the I.T. Act, 20007
(A) Section 36
(B) Section 24
©) Section 21
D) Section 23
33. Which of the following is dealt under Section
16 of the I.T. Act, 20007
(A) Security procedures and practices
(B) Application for licence
(®) Notice of suspension or revocation
of licence
D) Secure electronic record
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34. The presiding officer of a cyber appellate
Tribunal shall not be removed from his office
except by an order by the Central
Government on the following ground :

(A) Corruption Charges

(B) Proved misbehavior

() Unable to hold office

(D) All of the above

35. The Cyber Regulations Advisory Committee
shall advise :

(A) the Central Government either
generally as regards any rule or for
any other purpose connected to this
act

(B) the controller in framing the
regulation under this Act

©) Both (A) and (B)

D) None of the above

36. Who constitute Cyber Regulations Advisory
Committee?

(A) Central Government

(B) State Government

€ Both (A) and (B)

D) None of the above
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37. Section13 of the Information Technology Act,
2000 deals with which of the following?
(A) Time and place of dispatch and
receipt of electronic record
(B) Functions of Controller
(C) Renewal of Licence
(D) Disclosure
38. Section 41 of the I.T. Act, 2000 deals
with :
(A) Surrender of Licence
(B) Renewal of Licence
©) Acceptance of Digital Signature
Certificate
D) Power to adjudicate
39. Permitted use of disruptive activities or the
threat thereof in cyber space is called :
(A) Credit Card Fraud
(B) Cyber Fraud
€ Cyber Terrorism
(D) All of the above
40. |.S.P. stands for :
(A) Internet Server Protocol
(B) Interconnection Server Protocol
©) Internet Service Provider
D) International Service Provider
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41. India is the in enactment of cyber  41.
law with the passage of the I.T. Act, 2000.
(A) 12th Nation
(B) 1st Nation
(C) 10th Nation
D) 5th Nation

42. Which of the following may be simply 42
defined as “The commercial transaction of
services in an electronic format™?
(A) E-commerce
(B) M-commerce
©) E-Governance
D) None of the above

43. Whoever knowingly creates, publishes or 43
otherwise makes available a digital
signature certificate for any fraudulent or
unlawful purpose shall be liable to :
(A) Imprisonment only
(B) Fine only
€ Imprisonment and fine
D) Imprisonment or fine
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44. Which section of the I.T. Act, 2000 deals with
factors to be taken into account by the
adjudicating officer?

(A) Section 27
(B) Section 24
©) Section 47
D) Section 29

45. Which section of the I.T. Act, 2000 deals with
the recognition of Foreign certifying
Authorities?

(A) Section 17
(B) Section 14
©) Section 19
D) Section 15

46. What is / are component of the |.T. Act, 20007
(A) Regulation of Certification Authorities
(B) Digital Certificates
(@) Legal Recognition to digital

signatures
D) All of the above

47. Controller of certifying authorities work under

which of the following?

(A) Autonomous Body

(B) Prime Minister Office

©) Ministry of Communication and I.T.

D) Reserve Bank of India
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48. Network of network is called : 48.

(A) Internet
(B) Intranet
(C) Local Area Network

D) Extranet

49.

49, Section 29A of the I.T. Act deals with :

(A) Electronic record

(B) Destruction of document for

evidence
(C) False evidence

D) None of the above

50. Which section of I.T. Act gives definition of 50,

a secure digital signature?
(A) Section 14

(B) Section 729

€ Section 78

D) Section 15

51.  Section 71 of the |.T. Act deals with which of ~ 91

the following?

(A) Power of controller to give

directions
(B) Penalty for misrepresentation
©) Protected System

D) None of the above
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52. Which among the following was established
under the I.T. Act, 2000 to resolve disputes
arising from the law?

(A) Cyber Appellate Tribunal

(B) Technology Dispute Bureau
(@) Cyber Administrative Tribunal
(D) .T. Dispute Tribunal

93. A major amendment to the Information
Technology Act, 2000 was made in which
year?

(A) 2001
(B) 2008
© 2012
D) 2016

54. The |.T. Act, 2000 directed the formation of a
controller of certifying authorities to regulate
the issuance of what?

(A) Data License

(B) Digital Signature

(®) |.P. Address in India

D) Internet Service Provider License

55. ‘Digital Signature’ is defined under which
section of the I.T. Act, 20007
(A) Section 2
(B) Section 8
€ Section 1
D) Section 6
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96. Which of the following is not a type of cyber ~ 56.
crime?
(A) Data theft
(B) Forgery
©) Damage to data and systems
D) Installing antivirus for protection
57.  Accessing computer without prior g7
authorization is a cyber crime and that comes
under which section of the |.T. Act?
(A) Section 65
(B) Section 66
©) Section 68
D) Section 70
58. The data privacy rules were introduced in  58.
the I.T. Act, 2000 in which year?
(A) 2008
(B) 2015
(9] 2011
D) 2020
59. Many cyber crimes come under the Indian 59,
Penal Code, which one of the following is
an example?
(A) Sending the threatening message
by E-mail
(B) Forgery of electronic records
©) Bogus website
(D) All of the above
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60. The following section draws a presumption
that a secure electronic record has not been
altered since the point of time to which the
secure status relates :

(A) Section 85 B of the Indian Evidence
Act, 1872

(B) Section 3 of the IT Act, 2000

©) Section 192 of the IPC, 1860

D) Section 200 of Cr. P.C.

61. What are the penalty provisions under the
|.T. Act, 20007
(A) Penalty can be imposed for

damage to computer or computer
system
(B) The maximum fine can be Rs. 1
crore as a compensation to the
affected person
(@) The adjudicating officer will have
judicial powers
D) All of the above
62. Cyber Squatting is associated with :
(A) Domain name dispute
(B) IP Address dispute
€ E-mail dispute
D) Password dispute
1008-B/460

60.

61.

62.

(19)

Frefeed o e Brerge e ® 6
Ush YRR Saiesfih Repre 39 &9 |
T e T 5 9§ gRRa Refa
qfed ®

(A) IR grg oTafAgH, 1872 @l

T 85B
(B) e JrEifER SiAfTEE, 2000
% AT 3
(C) WA g8 dfedr, 1860 & €
192

(D) 79y Hisham dfean &l 9T 200

e dreifen s, 2000 % ded
48 UEgN F 87

(A) B A FYX e B S
B QX SJHAT AT ST el
g

(B)  HARYHTH SHMT TF B &. B
HHT & o Qe B Ayl @
g ¥ far o @ ©

C)  =atNeTgE SR & U™

iy efed Brft
D) ST gl
HEEY b fhad Taed o7
A) AT M far
B) oE.4. gg¥ faa=
€ - fae
O  UHes e

[P.T.0.]



63. Out of the following, which is the main 3.
authority that is at the top and its main function
is to issue license to the certifying authority
and to supervise his functions?
(A) Intermediator
(B) Controller of certifying authority
©) Subscriber
D) None of the above
64. The receiving of unsolicited bulk e-mails is  64.
known as :
(A) Virus
(B) Spoofing
©) Spam
D) Worms
65. Out of the following which is included as an g5,
intermediary?
(A) Online Payment Sites
(B) Internet Service Provider
€ Cyber Cafe
D) All of the above
66. Yahoo.inc vs. Akash Arora is a famous case 66,
relating to :
(A) Cyber Stalking
(B) Cyber Squatting
(9] Cyber Defamation
D) None of the above
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67. What is the name of President of India, who  67.

signed the Information Technology Act,
20007

(A) A.P.J. Abdul Kalam
(B) Pratibha Patil
(@) Ram Nath Kovind

D) K. R. Narayanan

68. Which among the following with regard to IT ~ 68.

Act, 2000 is not correct?

(A) It shall extend to the whole of India

(B) It does not apply to any offence or
contravention committed outside
India by any person

©) It is an act to provide legal
recognition for transaction carried

out by mean of electronic data

D) None of these

69. Which section of the |.T. Act, 2000 deals with ~ 69.

child pornography?
(A) Section 67B
(B) Section 67A
(9] Section 66A

D) None of the above
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70. The Information Technology Act, 2000 is an  70.
Act of Indian Parliament which was notified
on one of the following date :
(A) 27th October, 2000
(B) 15th December, 2000
©) 17th November, 2000
D) 17th October, 2000
7. Digital Signature certificate is which kind of ~ 71.
requirement under various applications?
(A) Statutory
(B) Legislative
©) Governmental
D) Voluntary
2. means a person who has been  72.
granted a license to issue an electronic
signature certificate.
(A) Certifying authority
(B) Certifying private authority
(@) Certifying system controller
D) Appropriate authority
73. is a data which has been organized 73
or presented in @ meaningful manner.
(A) A process
(B) Software
(@) Storage
D) Information
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74. The term computer is defined under which 74,
section of the I.T. Act?
(A) Section 2 (1) (a)
(B) Section 2(1) (t)
©) Section 2 (1) (i)
D) None of these
75. According to Section 78 of the I.T. Act, who  75.
shall investigate any offence under the
Act?
(A) Police Commissioner
(B) Police Constable
©) Police officer not below the rank of
Inspector
D) Deputy superintendent of police
76. Repeated act of harassment after threatening ~ 76.
behavior is called as :
(A) Data diddling
(B) Cyber stalking
€ Cyber theft
D) Cryptography
7. As per the I.T. Act, 2000, a subscriber may  77.
be :
(A)  An individual
(B) Hindu Undivided Family applicant
©) Company or firm
D) All of the above
1008-B/460 (23)

g drEifes e & e o) &

ded HYeX A= H IR fpar T
&7

(A) & 2(1)(a)
B) & 2(1)(
© & 2(1)()
0) & q i T

o AN SR @ 4% 78 %
STER, fHel A stqy o 39 AfafvEm
% T BT, Pl Sia I HLT?

(A) g TR
(B) g HiESd

€ g sHfEE S e @
q A TR

O  gfm 3w

Al X FER % & TH-SK & ard
Sedie H FHET I B

A S ek

(B)  WESR Wb

€ @R Al

O)  frenmh

e SR SR, 2000 % TR,
T TeEEhEaY & Tl ©

A  TH A

(B) R AR IRER Tde
(©)  HE A FH

D) SR g4l

[P.T.0.]



78.

79.

80.

81.
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Which Acts were amended by the IT Act,
20007

(A) IPC, 1860

(B) RBI Act, 1934

(@) Indian Evidence Act

(D) All of the above

In which case, the Supreme Court of India
has struck down Section 66A of the I.T. Act,
20007

(A) Shreya Singhal v. Union of India
(B) Puttuswamy v. Union of India

(@) Indra Sawhney v. Union of India
D) Shayara Bano v. Union of India

By invoking which section of the I.T. Act,
2000, the Government of India has banned

59 Chinese mobile apps including Tik Tok?
(A) Section 66A
(B) Section 66F
©) Section 72A

D) Section 69A

Which among the following is the major
insertion in the I.T. Act, 2000 through the I.T.
(Amendment) Act, 20087

(A) Section 66A
(B) Section 69

©) It introduced provisions addressing
pornography, child porn, cyber

terrorism, etc.

(D) All of the above
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82.

83.

84.
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Under which section of the Information
Technology Act, 2000, stealing any digital
asset or information is written as cyber

crime?

(A) Section 65
(B) Section 65D
€ Section 67
D) Section 70

What is the punishment in India for stealing
computer documents, assets or any
software’s source code from any
organization, individual or from any other

means?

(A) 6 month imprisonment and fine of
Rs. 50,000/

(B) 1 year imprisonment and a fine of
Rs. 1,00,000/-

(@) 3 years imprisonment and a fine of
Rs. 5,00,000/-

D) None of these

What type of cyber-crime, its laws and
punishments does Section 66 of the I.T. Act
hold?

(A) Cracking or illegally hack into any

system
(B) Putting antivirus into the victim
€ Stealing data

D) Stealing hardware components
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85. The altering of data so that it is not usable
unless the changes are undone is :

(A) Biometrics

(B) Encryption

(C) Ergonomics

D) Integration

86. When investigation should be started?

(A) After receiving permission from
cyber cell

(B) After receiving authority from senior
police officer

©) In case of cognizable offence, after
lodging of the FIR u/S. 154 of Cr.
P.C.

D) As soon as non-cognizable offence
is brought to the notice of police

87. Hacking means :

(A) Unauthorized attempts to bypass
the security mechanisms of an
information system or network

(B) Use of information and
communication technology to
support the deliberate, repeated
and hostile behaviour

©) A form of fraud or cheating of another
person’s identity

D) Without the permission of the
owner, to download the computer
data
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88. The Digital Signature Certificate creates a  80.
‘binding linkage’ between the following :
(A) Controller and Subscriber
(B) Subscriber and Issuer
(9] Controller and Certifying Authority
D) Police and Adjudicating Authority
89. Cyberspace has : 89.
(A) No national boundaries
(B) International jurisdiction
€ Limited boundaries
D) Both (A) and (B)
90. Harassing someone through electronic  90.
massage is offence of :
(A) Hacking
(B) Squatting
(9] Stalking
D) Phishing
91. Which of the following is a criminal offence 91,
of unlawfully obtaining money, property or
services from a person, entity or institution
through coercion?
(A) Phishing
(B) Pornography
€ Cyber Extortion
D) Credit Card Fraud
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92. What is the penalty for publishing images of ~ 92.

a person’s private parts without consent as
per the |.T. Act, 20007

(A) 1 year imprisonment and/ or 1 lakh

rupees penalty

(B) 3 years imprisonment and/ or 1 lakh
rupees penalty

(@) 5 years imprisonment and/ or 2 lakh
rupees penalty

D) None of the above

93. What is the time line for filing appeal against ~ 93.

the order of Cyber AppellateTribunal?

(A) 60 days
(B) 30 days
©) 90 days
(D) 45 days

9, What are the components of the I.T. Act,  94.

20007

(A) Legal Recognition of Digital
Signatures

(B) Regulation of Certification Authorities
©) Digital Certificates
(D) All of the above
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95. Which Act provides legal structure to the e-  95.
governance in India?
(A) Information Technology
(Amendment) Act, 2008
(B) Indian Penal Code, 1860
©) Information Technology Act, 2000
D) None of the above
96. What is the proposed maximum punishment ~ 96.
for cyber terrorism in the I. T. Act?
(A) 10 years imprisonment
(B) 3 years imprisonment
©) Life imprisonment
D) None of the above
97. Which is the appeal court on the order  97.
issued by the Cyber Appellate Tribunal?
(A) Supreme Court
(B)  High Court
(C) International Court of Justice
D) All of the above
98. What is the term of office of the presiding  98.
officer of Cyber Appellate Tribunal?
(A) 5 years
(B) 3 years
(@) 4 years
D) None of these
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99. Data theft includes :

(A)

Unauthorized attempt to bypass the
security mechanisms of an

information system or network

Use of information and
communication technology to

support hostile behaviour

A form of fraud or cheating of another

person’s identity

Without the permission of the
person who is in-charge of the
computer, to download, copy or
extract any data or information from

computer

100.  Prosecution has to give copies of the

following :

(A)

(B)

1008-B/460

All electronic records upon the

prosecution of the accused

Only those copy of the electronic
records which are contained in
external hard disk, pen drives, CD,

etc.

Non-electronic records involved in

the case of accused

Only certain electronic documents

to the accused
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Example :

Question :

Q1 ® @ © ©
Q2 ® ® @ ©

Q3 ® @ © ©

4. Each question carries equal marks.
Marks will be awarded according to the
number of correct answers you have.

5. All answers are to be given on OMR
Answer Sheet only. Answers given
anywhere other than the place specified
in the answer sheet will not be
considered valid.

6. Before writing anything on the OMR
Answer Sheet, all the instructions given
in it should be read carefully.

7. After the completion of the examination,
candidates should leave the examination
hall only after providing their OMR
Answer Sheet to the invigilator.
Candidate can carry their Question

Booklet.

8. There will be no negative marking.

9. Rough work, if any, should be done on
the blank pages provided for the purpose
in the booklet.

10. To bring and use of log-book, calculator,

pager & cellular phone in examination
hall is prohibited.

11. In case of any difference found in English
and Hindi version of the question, the
English version of the question will be
held authentic.

Impt. On opening the question booklet,
first check that all the pages of the question
booklet are printed properly. If there is any
discrepancy in the question Booklet, then
after showing it to the invigilator, get another
question Booklet of the same series.
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