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1.

Do not open the booklet unless you are

asked to do so.

The booklet contains 60 questions.
Examinee is required to answer all 60
questions in the OMR Answer-Sheet
provided and not in the question booklet.
All questions carry equal marks.
Examine the Booklet and the OMR
Answer-Sheet very carefully before you
proceed. Faulty question booklet due to
missing or duplicate pages/questions or
having any other discrepancy should be
got immediately replaced.

Four alternative answers are mentioned
for each questionas - A, B, C & D inthe
booklet. The candidate has to choose
the correct / answer and mark the same
in the OMR Answer-Sheet as per the
direction :
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What is Cyber Security?
(A)  Protection of physical devices

(B) Protection of internet-
connected systems

(C) Dataentry process
(D)  Software development

Which of the following is a common

cyber threat?
(A)  Firewall
(B)  Antivirus
(C) Malware
(D)  Backup

What does CIA triad stand for?
(A)  Control, Integrity, Access

(B) Confidentiality, Integrity,
Availability

(C)  Cyber, Internet, Access
(D) Code, Information, Access

Which attack tries to flood a system
with traffic?

(A)  Phishing
(B)  Spoofing
(C) DDoS
(D)  Sniffing

Which protocol is secure?

(A) HTTP
(B) FTP
(C) HTTPS
(D) Telnet
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6. What is a Firewall?

(A)  Aphysical wall
(B)  Antivirus
(C) Database
(D) Network security system
7. What is Social Engineering?
(A)  Software coding
(B) Manipulating people to get
information
(C)  Network design
(D)  Data encryption
8. What is Authentication?
(A) Datadeletion
(B)  Virusremoval
(C)  Network attack
(D)  Verifying identity
9. Which is used for authentication?
(A)  Username and Password
(B) Firewall
(C) Router
(D)  Switch
10.  Whatis VPN?
(A)  Virtual Private Network
(B)  Virus Protection Network
(C)  Virtual Public Node
(D)  Verified Private Node
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11.  Malware refers to:
(A)  Safesoftware
(B)  Hardware too
(C) Network device
(D) Malicious software
12. A virus attaches itself to:
(A) Network cables
(B) Files and programs
(C) Routers
(D)  Databases
13.  Ransomware is used to:
(A)  Speedup systems
(B)  Lockdata and demand payment
(C)  Delete antivirus
(D)  Monitor users
14.  Spyware is designed to:
(A) Showads
(B)  Encryptdata
(C)  Destroy files
(D)  Monitor user activities
15.  Akeyloggerrecords:
(A)  Screen resolution
(B)  Network speed
(C) Keystrokes
(D) Password encryption
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16.  Phishingis: 16. iR & -

(A)  Databackup (A) ST BT
(B)  Fraudulent attempt to obtain (B)  Haesiiel <1 U1« A W TH
sensitive data NG A A
(C)  Encryption method (C) uispeH fafy
(D)  Software testing (D) WiFeddT T
17.  Spear Phishing targets: 17. @R [l e & @
(A) Randomusers (A) Y| EFR:T
(B) Speci.fic‘ individuals or (B) e afe o e
organizations
(C)  Onlybanks (©)  F ¥
(D)  Only students (D)  Fa B
18.  Which s a sign of phishing? 18.  TiFT @1 Gda HH-4T 87
(A)  Official domain (A) STERRRE SF
(B)  Secure connection (B) g’{f@ﬁ PR
(C)  Suspicious links (C) dfey foiw
(D) Knownsender (D) T I9E
19.  Pharming redirects users to: 19.  Pharming I/ & 39 W JSRRET el
(A)  Secure websites g
(B) Fake websites (A) W Rl
(C)  Antivirus tools ®) :@_Qﬁ AR
(C) TR T
(D) Firewalls (D)  FERA
20.  Vishinginvolves: 20.  Vishing ¥ afaa & :
(A)  Email fraud (A) I e
(B)  SMS fraud (B)  SMS grareet
(C)  Voice calls (C) diE39 &
(D)  Websites (D) =@
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21.  Cybercrime refers to:
(A)  Physical crime
(B)  Software testing
(C) Banking process
(D) Crime using computers or
internet
22.  Identity theft involves:
(A)  Stealing hardware
(B)  Stealing personal information
(C) Deleting files
(D)  Encrypting data
23.  Cyber stalking involves:
(A)  Monitoring systems
(B)  Network design
(C) Dataencryption
(D)  Online harassment
24.  Online fraud includes:
(A)  Safe transactions
(B)  Deceptive financial activities
(C)  Antivirus updates
(D)  Databackup
25.  Cyberbullying is:
(A)  Online harassment or abuse
(B)  Encouragement
(C)  Datasharing
(D)  Programming
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26.  Intellectual property theft refers to:
(A)  Copying legal documents
(B)  Stealing creative work
(C)  Backup files
(D) Datadeletion
27.  Whichis apreventive measure against
cybercrime?
(A)  Regular software updates
(B)  Weak passwords
(C)  Sharing credentials
(D) Ignoring alerts
28.  Data protection refers to:
(A) Datadeletion
(B) Safeguarding data from
unauthorized access
(C) Datacopying
(D)  Data formatting
29.  Encryption is the process of:
(A) Deleting data
(B)  Compressing data
(C)  Copying data
(D)  Converting data into unreadable
form
30. Decryption is:
(A)  Encoding data
(B)  Decoding encrypted data
(C) Deleting data
(D)  Storing data
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31.  Which is an example of symmetric
encryption?
(A) AES
(B) RSA
(C) HTTPS
(D) SSL
32. Whatis apublic key?
(A)  Secret key
(B)  Shared openly for encryption
(C)  Stored offline only
(D)  Used only for decryption
33.  Which ensures data is not altered?
(A) Confidentiality
(B)  Backup
(C)  Availability
(D) Integrity
34.  Whatis Hashing?
(A)  Encryption with key
(B)  Databackup
(C)  One-way conversion of data
(D)  File compression
35.  Digital signature is used for:
(A) Datastorage
(B)  Authentication and integrity
(C) Datadeletion
(D)  File compression
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36.  Whatis SSL/TLS? 36.
(A)  Programming language
(B) Hardware device
(C)  Encryption protocol
(D)  Antivirus
37.  Digital device security refers to: 37.
(A) Protecting physical devices
only
(B)  Protecting devices from cyber
threats
(C) Dataentry
(D)  Printing Documents
38.  Antivirus software is used to: 38.
(A) Detectand remove malware
(B)  Create viruses
(C) Increase RAM
(D) Manage files
39.  Whatis device authentication? 39.
(A) Deleting files
(B)  Verifying identity of user/
device
(C) Installing software
(D)  Connecting internet
40.  Which is an example of biometric 40,
authentication?
(A) PIN
(B) Password
(C)  Fingerprint
(D)  Username
A901026T-A/26535 (10)

SSL/TLS &1 &7

(A) SR A

(B) TR feam™

(C) Uwhe g

(D) UEaERE

fefsre feama geam &1 ot & -

(A)  Faq Af® ITHT B G
BT

(B)  IUHTUI I TSR Tl F T

(C) 3 ufafte

(D) T&dS @ e &

UEaTERE HFeIaR &l SUANT Rl ST &:

(A) AEHER H g @ AN SH
&M % [T

(B) dX® S¥M & T

(C) RAMTeN & fom

(D) Edl H Fared B & g

feaza oifdifedem w7

(A)  HiES g

(B) SUATEal/feagE @ qeA™
U BT

(C) WiTedaX E&fe HTT

(D) XA §

JEAHEE TR B TH  IaAXT
- &7

(A) PIN
(B) @S
(C) R
(D) TR



41.

Network security means: 41.
(A)  Protecting hardware
(B) Protecting network from
unauthorized access
(C)  Creating websites
(D) Dataentry
42.  Which protocol is secure? 42.
(A) HTTP
(B) FTP
(C) HTTPS
(D) Telnet
43,  Whatis Network Sniffing? 43.
(A) Dataencryption
(B)  Monitoring network traffic
(C) Datadeletion
(D)  File compression
44.  Whatis MAC address? 44.
(A)  Software address
(B)  Network attack
(C) P protocol
(D)  Unique hardware address
45. WhatisIP address? 45.
(A) Device password
(B)  Unique identifier of device on
network
(C) Hardware device
(D)  Security key
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46.  Application security refers to:
(A)  Protecting hardware
(B)  Securing software applications
from threats
(C)  Managing networks
(D) Dataentry
47.  SQL Injection attacks target:
(A)  Operating system
(B) Hardware
(C) Network cables
(D)  Database queries
48.  Authorization determines:
(A)  Who can access resources
(B) Dataencryption
(C)  System speed
(D)  Network connection
49.  What is session management?
(A) Datastorage
(B) Managing user sessions
securely
(C) Databackup
(D) File compression
50.  Which protects data in transit?
(A)  Encryption
(B)  Backup
(C) Deletion
(D) Formatting
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51.  Whatis Brute Force attack? 51
(A)  Guessing passwords repeatedly
(B)  Encrypting data
(C)  Databackup
(D)  Network design
52.  Whatisa Vulnerability? 50
(A)  Security weakness
(B)  Strong password
(C)  Antivirus
(D)  Backup
53.  Which mechanism restricts user 53.
access in OS?
(A)  Access control
(B)  File deletion
(C) Formatting
(D)  Backup
54.  Whatis auser account in OS? 54.
(A) Hardware device
(B) Identity for system access
(C) File type
(D)  Network cable
55.  Which permission allows running a 55
program?
(A) Read
(B)  Write
(C) Execute
(D) Delete
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56.  Whatis a process in OS?
(A) Hardware
(B)  Running program
(C) File
(D)  Network
57.  Whatis Kernel mode?
(A) User mode
(B) Restricted access mode
(C) Privileged mode with full
access
(D) Safemode
58. Which protects memory from
unauthorized access?
(A)  Memory protection
(B) File system
(C)  Backup
(D)  Antivirus
59.  Whatis Sandboxing?
(A)  File storage
(B)  Running programs in isolated
environment
(C) Dataencryption
(D)  Network design
60.  Whatis Secure Boot?
(A) Fastboot
(B)  Boot process ensuring trusted
software loads
(C)  Restart process
(D)  Shutdown process
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Example :
Question :

Q1 ® @ © ©
Q2 ® ® @ ©

Q3 ® @ © ©

5. Each question carries equal marks.
Marks will be awarded according to the
number of correct answers you have.

6. All answers are to be given on OMR
Answer Sheet only. Answers given
anywhere other than the place specified
in the answer sheet will not be
considered valid.

7. Before writing anything on the OMR
Answer Sheet, all the instructions given
in it should be read carefully.

8. After the completion of the examination,
candidates should leave the examination
hall only after providing their OMR
Answer Sheet to the invigilator.
Candidate can carry their Question

Booklet.
9. There will be no negative marking.
10. Rough work, if any, should be done on

the blank pages provided for the purpose
in the booklet.

1. To bring and use of log-book, calculator,
pager & cellular phone in examination
hall is prohibited.

12. In case of any difference found in English
and Hindi version of the question, the
English version of the question will be
held authentic.

Impt. On opening the question booklet,
first check that all the pages of the question
booklet are printed properly. If there is any
discrepancy in the question Booklet, then
after showing it to the invigilator, get another
question Booklet of the same series.
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