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Cybersecurity refers to :
(A) Protecting hardware only

(B) Protecting data, systems, and

networks
C) Developing applications
D) Internet usage
Which of the following is a cyber asset ?
(A) Data
(B) Hardware
C) Software

D) All of the above

Which goal ensures data is not disclosed

to unauthorized users ?
(A) Integrity

(B)  Availability

C) Confidentiality
D) Authentication

Integrity ensures :

(A) Data is always available

(B) Data is accurate and unchanged
C) Data is hidden
D)

D Data is deleted

Availability means :

(A) Data is always secure

(B) Data is accessible when needed

C) Data is encrypted

D) Data is hidden
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6. CIA triad includes : 6.
(A) Confidentiality, Integrity, Availability
(B) Control, Internet, Access
(@) Code, Interface, Application
D) None of these
7. Authentication verifies 7.
(A) Data accuracy
(B) User identity
(®) Network speed
D) File size
8. Authorization determines : 8.
(A) Who are you
(B) What you can access
(®) How data is stored
D) How fast system works
9. Non-repudiation ensures : 0.
(A) Data deletion
(B) Sender cannot deny action
(C)  Fast access
(D) Encryption
10. Which is NOT a security service ? 10.
(A) Authentication
(B) Authorization
(®) Compression
(D) Confidentiality
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1. Athreatis: 1. TN :

(A) Protection mechanism (A) sAll GE|
(B)  Potential harm (B)  Giidd JHAN
(©) Security tool ©) G YR
D)  Software D)  HiueadX
12 Vulnerability is : 12.  FEar ®
(A)  Strength A)
(B) Weakness in system B) T H I
(®) Attack € BHAT
(D) Tool D) JUh T
13.  Riskis: 13. SR R
(A)  Threat x Vulnerability (A) A x HE
(B) Data x Security (B) 3 x Al
(C)  Software x Hardware (C) TR x BRI
(D) None of these D) T 9 P Tl
14, Which is an example of threat ? 14, T H TH I HN-91 8 7
(A)  Firewall A PREEER
(B)  Hacker B) W
© Antivirus (C)  ddarRE
(D) Encryption D)  Ui=hWH
15.  Which is a vulnerability ? 15, 9 | HM-G1 TH FFSA (vulnerability)
(A) Weak password 87
(B) Antivirus " W TS
B)  CEamERE
(®) Backup ©) JmeTa
(D)  Firewall D)  HEEN
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16. White hat hackers are : 16. ®Z< 2e 39 8 B ¢

(A)  Criminals (NI e r:
(B)  Ethical hackers (B)  URREW EHE
(C)  Beginners (C) Il JANT
(D) Employees D) FHHET
17. Black hat hackers : 17. =% o ol :
(A) Protect systems (A) R @l il FA B
(B) Hack maliciously (B) g‘ﬂﬁﬂﬁ(ﬂs{ TP § &P B ©
(C)  Test systems € faem & ThEe #Q 2
(D)  Secure networks (D) o & G FA &
18. Grey hat hackers : 18. JEeHd Bd B ¢
(A)  Always legal (A) BRI FHEA
B) Mix of ethical and unethical (B) A iR omife @ s
(®) Only criminals ©) Fad ST
D) Beginners D) ﬂ'@\’ﬂ]’cﬁ
19.  Script kiddies are : 19. fope R 8 & -
(A) Experts (A) EELE
(B)  Use ready-made tools (B) S-S T W ST FX o
© Developers ©) STATH
(D) Engineers D) BRI EDES
20. Hacktivists are motivated by : 20. %Eﬁ%ﬁ'{?{ﬂ & fpea SR e ® 7
(A) Money (A) BL|
(B) Learning (B) leRl]
(©)  Politics or ideology (C)  Temia a1 foamE
(D)  Fun 0)  wem
21. Malware stands for : 21. Malware &7 379 ® :
(A)  Malicious software (A)  gHEl e
(B)  Managed software (B) e WiwedER
() Manual software (C)  Her HiFeamX
(D)  Machine software D) 9 Higeaa)
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22. Virus is :
(A) Hardware
(B) Malware
© Protocol
D) Network

23. Worm spreads :

=

Manually
B

(@)

(A)

(B) Automatically
(9] Offline

(D)

D Slowly

24, Trojan horse is :

(A) Safe software
(B) Network

© Firewall

(D) Hidden malware

25. Spyware is used to :
(A) Protect data
(B) Monitor user activity
(®) Delete files

D) Encrypt data
26. Antivirus is used to :
A
B
C
D

Attack system

Delete OS

Detect malware

(A)
(B) Slow system
©)
©)
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27. Firewall is used for :

(A) Data storage

(B) Network protection

(9] Coding

(D) Gaming
28. Backup helps in :

(A) Preventing attacks

(B) Encrypting files

(9] Speeding system

D) Recovering data
29. Encryption provides :

(A) Speed

(B) Security

(®) Storage

D) Deletion
30. Password should be :

(A) Simple

(B) Short

(9] Complex

(D) Same everywhere
31. Cybersecurity is important for :

(A) Businesses

(B) Individuals

(9] Government

(D) All of the above
32. Data breach leads to :

A) Profit

(B) Data loss

(®) Speed

(D) Storage
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33. |dentity theft means :

(A) Stealing identity
(B) Deleting files
€ Hacking server
D) Coding

34. Cybercrime includes :

(A) Hacking

(B) Phishing

C) Fraud

D) All of the above

35. Which sector needs cybersecurity most ?

(A) Banking
(B) Healthcare
€ Education

D) All of the above

36. Two-factor authentication uses :

(A) One step
(B) Two methods
C) No password
(D)  OnlyOTP

37. Biometric authentication includes :

A
B

Password

(@)

Username

P

)
) Fingerprint
)
)

D Email
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38. Digital signature ensures :
(A) Speed
(B) Authenticity
(®) Storage
D) Format
39. Risk management includes :
(A) Ignoring threats
(B) ldentifying threats
(9] Deleting files
D) Formatting
40. Security policy is :
(A) Rules for protection
(B) Software
(®) Hardware
(D) Network
41. Cybersecurity protects against :
(A)  Theft
(B) Damage
(®) Unauthorized access
D) All of these
42. Ethical hacking is :
(A) lllegal
(B) Legal testing
(®) Criminal activity
(D) Fraud
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43. Patch management is used to :
(A) Fix vulnerabilities
(B) Delete files
(®) Increase size
D) Format disk
44, Zero-day attack targets :
(A) Known vulnerabilities
(B) Unknown vulnerabilities
(®) Hardware
D) Network cables
45. Insider threat comes from :
(A) External hacker
(B) Internal user
(9] Antivirus
D) Firewall
46. Cyber hygiene refers to :
(A) Cleaning computer
(B) Safe practices
(®) Formatting system
(D) Deleting data
47. Strong security reduces :
A Risk
(B) Storage
(®) Speed
(D) Access
48. Cyber attack targe t:
(A) Data
(B) Systems
(9] Networks
D) All of these
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49, Information security focuses on : 49.
(A) Protecting information
(B) Coding
© Gaming
D) Hardware only
50. First step in security is : 0.
(A) Prevention
(B) Awareness
(®) Recovery
(D) Attack
51, Trusted contacts in account recovery are : o1,
(A)  Random people online
(B) Friends chosen by you to help
recover your account
(®) Police officers
(D) Tech support agents
52.  Reviewing recent login history helps you  92.
to :
(A) Learn time management
(B) Check if someone logged in from
unknown devices
(®) Increase followers
D) Find new friends
93. A dangerous QR code often : 53,
(A) Opens unknown suspicious links
(B) Shows a wallpaper
© Opens camera
(D) Plays music
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o4, To stay safe, users should scan : 54,
(A) QR codes from random walls
(B) Only QR codes from trusted
sources
(®) Any QR during emergencies
(D) Faded QR codes
55.  What is the key legal body in India that 99
provides technical help in cyber attacks and
phishing ?
(A) RBI
(B) MeitY
(C)  CERT-N
(D) UIDAI
96. Who can complain to the RBI Ombudsman ? 5.
(A) Only businessmen
(B) Anyone having a banking issue
(®) Only NRIs
(D)  Only RBI staff
57.  Which of these actions is a safe response ~ 97.
to cyberbullying ?
(A) Create a fake account to fight back
(B) Block and report the bully on the
platform
(®) Keep it a secret
(D) Share bullying post with others
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58. Why is it important to involve parents,
teachers, and guardians in digital safety
efforts ?

(A) They can provide guidance, set
boundaries, and monitor harmful
behavior

(B) They can restrict internet completely

(@) They stop all online fun

D) They can create viral videos

59. What is the most common tool used to
access the dark web ?

(A) TOR (The Onion Router) browser

(B) WhatsApp

(®) Google Chrome

(D) Safari

60. Which of the following is an effective
preventive measure against cyber terrorism ?

(A) Ignoring updates

(B) Clicking unknown ads

(®) Regularly updating software and
practicing digital hygiene

(D) Using outdated antivirus
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Example :
Question :

Q1 ® @ © ©
Q2 ® ® @ ©

Q3 ® @ © ©

5. Each question carries equal marks.
Marks will be awarded according to the
number of correct answers you have.

6. All answers are to be given on OMR
Answer Sheet only. Answers given
anywhere other than the place specified
in the answer sheet will not be
considered valid.

7. Before writing anything on the OMR
Answer Sheet, all the instructions given
in it should be read carefully.

8. After the completion of the examination,
candidates should leave the examination
hall only after providing their OMR
Answer Sheet to the invigilator.
Candidate can carry their Question

Booklet.
9. There will be no negative marking.
10. Rough work, if any, should be done on

the blank pages provided for the purpose
in the booklet.

1. To bring and use of log-book, calculator,
pager & cellular phone in examination
hall is prohibited.

12. In case of any difference found in English
and Hindi version of the question, the
English version of the question will be
held authentic.

Impt. On opening the question booklet,
first check that all the pages of the question
booklet are printed properly. If there is any
discrepancy in the question Booklet, then
after showing it to the invigilator, get another
question Booklet of the same series.
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