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Which of these actions is a safe response
to cyberbullying?

(A) Create a fake account to fight back

(B) Block and report the bully on the
platform

(®) Keep it a secret

D) Share bullying post with others

What does 'Digital Underground' refer to?

(A) A video game

(B) Hidden digital communities and
markets beyond the surface web

(®) Metro train system

D) Secret tunnels in a city

Who are often the actors behind cyber

terrorism?

(A) State-sponsored hackers or
extremist groups

(B) Shopkeepers

(@) College students doing homework

D) Digital artists

Which of the following is a cybercrime often

initiated through dark web services?

(A) Online banking

(B) Social networking

(®) Online shopping

D) Phishing kits and hacking tools
distribution
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What's the core reason UPI frauds happen
when users click unknown payment links?

A
B
C
D) Network delay

(A) Server error

(B) App crash

(9] Phishing and social engineering

(

Who can complain to the RBI
Ombudsman?

(A) Only businessmen

(B) Anyone having a banking issue

(9] Only NRIs

(D)  Only RBI staff

How can you protect your mobile from SIM

swapping?

A) Use basic phone

B) Share number online
)

C Set SIM lock or telecom PIN

(
(
(
D) Never charge phone

What is the danger of oversharing on social
media?

(A) It may lead to data misuse, stalking,
or financial fraud

(B) It helps you gain more followers
(®) It makes your posts more popular

(D) It improves internet connectivity
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9. Backing up important data helps to:
(A) Prevent power failures
(B) Recover data after attacks
(®) Avoid internet usage
D) Increase device speed
10. Which of the following habits should be
avoided?
(A) Regular scanning for viruses
(B) Using outdated software
(®) Updating passwords
D) Taking backups
1. Good cyber hygiene protects you from:
(A) Only physical theft
(B) Online threats and cyberattacks
(®) Weather changes
D) Hardware manufacturing defects
12. Before clicking a link, you should:
(A) Click instantly
(B) Check the sender
(®) Forward it to friends
(D) Ignore warnings
13. Which activity is unsafe?
(A) Using official apps
(B) Downloading from trusted stores
(9] Installing apps from unknown
sources
(D) Enabling screen lock
14, Screens locks such as PIN or pattern help:
(A) Slow down phone
(B) Protect device access
(®) Delete photos
D) Increase RAM
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19.

16.

17.

18.

19.

Which of the following is a common online  15.

financial fraud?

(A) Phishing

(B) Gardening

(9] Online gaming

D) Grocery shopping

A fake call pretending to be from a bank  16.

asking for OTP is known as:

(A) Farming
(B) Vishing
© Surfing

D) DDoS

If someone sends you a payment request  17.

on UPI:

(A) Accept without thinking

(B) Decline and verify the person
(®) Enter random PIN

D) Call the number in the request

Fake shopping websites mainly aim to: 18.

(A) Sell original products

(B) Steal money and personal
information
(®) Improve customer service

D) Provide cashback

CERT-IN regularly issues early alerts to 19,

which of the following sectors?

(A) Insurance only

(B) Only mobile companies

(®) Government,  banks, and
corporates

D) Travel and hotel industry
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20. Which critical sectors are often targeted in
cyber terrorism?
(A) Movie theatres
(B) Power grids, airports, banks, and
government websites
(®) Schools only
(D) Cafes
21. What is one major risk of visiting dark web
sites?
(A) Free gaming
(B) Better education
(®) Improved Wi-Fi speed
D) Exposure to scams, illegal content,
and surveillance
22. What is the 'Dark Web'?
(A) The part of the internet is not
indexed by regular search engines
(B) A secret part of space
(®) A type of computer virus
D) A website for kids
23. Which of the following is an effective
preventive measure against cyber
terrorism?
(A) Ignoring updates
(B) Clicking unknown ads
(®) Regularly updating software and
practicing digital hygiene
D) Using outdated antivirus
24. What type of human-related crimes are often
reported on the dark web?
(A) Lost-and-found websites
(B) Food delivery scams
(®) Job interviews
(D) Human trafficking, child exploitation,
and illegal pornographic content
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25. To stay safe, users should:
(A) Reuse old passwords
(B) Use strong & unique passwords
(®) Share passwords with friends
D) Remove 2FA
26. Hackers get leaked passwords from:
(A) Movies
(B) Data breaches on other websites
©) YouTube
D) Weather apps
27. Spoofed calls are dangerous because:
(A) They are long calls
(B) They look like genuine bank
numbers
(®) They have jokes
D) They use loud music
28. A data leak happens when:
(A) Data is safely backed up
(B) User information is exposed without
permission
(®) Apps update themselves
(D) Users change passwords
29. Malicious QR codes can:
(A) Improve phone speed
(B) Steal personal data
© Clean your phone screen
(D) Charge your battery
30. A dangerous QR code often:
(A) Opens unknown suspicious links
(B) Shows a wallpaper
(®) Opens camera
(D) Plays music
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31. Recovery from ransomware should start only
after:
(A) Attackers send a friendly message
(B) Infection is fully contained
(®) Antivirus is uninstalled
(D) Users run random scripts
32. Online grooming often begins with:
(A) Slow friendship-building
(B) Asking for bank passwords
(9] Meeting parents
D) Sending official documents
33. Digital extortion on social media usually
begins when attackers:
(A) Ask for game recommendations
(B) Gain access to private photos,
chats, or accounts
(®) Request to join online study
groups
D) Offer emojis and filters for free
34. Why is covering the keypad while entering
ATM PIN still important on chip-enabled
ATMs?
(A) Prevents network hacking
(B) Avoids shoulder surfing or hidden
camera capture
(®) Speeds up transaction
(D) Bypasses OTP
35. Which malware hides deep inside the
operating system to avoid detection?
(A) Rootkit
(B) Adware
(9] Scareware
D) Virus
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36. Crypto scam promotions often promise: 36.
(A) Low returns
(B) Guaranteed high profits
(9] Normal market growth
D) Slow investment
37. Metadata can reveal: 37.
(A) Weather details
(B) Hidden information like date/time an
image was created
(9] Movie files
D) Shopping history
38. A behavioral red flag for a fake profile is: 38.
(A) Posting daily life photos
(B) Messaging many people the same
lines
(®) Having old posts
D) Having friends and family tagged
39. Reviewing recent login history helps you: 39.
(A) Learn time management
(B) Check if someone logged in from
unknown devices
(®) Increase followers
D) Find new friends
40. If a hacker changed your password, you  40.
should:
(A) Give up
(B) Use "Forgot Password" recovery
steps
(®) Create a new email
(D) Logout from all devices
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41. Which malware displays unwanted 41.
advertisements on a system?
(A) Spyware (B) Adware
(9] Worm D) Rootkit
42. Scareware usually tricks users by: 42.
(A) Showing fake threat warnings
(B) Silently monitoring keystrokes
(@) Stealing credentials
D) Encrypting all files
43. A collection of compromised machines  43.
controlled remotely is called a:
(A) Worm network (B) Botnet
(®) Trojan group (D) Spy cluster
44, A computer virus can spread only when: 44.
(A) There is user action
(B) The system is encrypted
(®) The firewall is disabled
(D) Data backup is removed
45.  RDP compromise generally happens due  49.
to:
(A) Strong passwords
(B) Default or weak credentials
(®) Two-factor authentication
(D) Firewall monitoring
46.  Which of the following is most commonly ~ 46.
used by attackers to deliver initial
malware?
(A) Corporate intranet
(B) Malicious email attachment
(9] Google search results
D) Printer drivers
47. Who must be informed during an incident 47
as per best practice?
(A) Neighbours
(B) Relevant internal teams
(®) Social media followers
D) Cab drivers
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48. ldentity theft occurs when:
(A) A person steals hardware from an
office
(B) A user deletes their own email
(®) Hackers attack only government
websites
(D) Someone steals another's personal
information for misuse
49. What is the main goal of a romance
scammer?
(A) To make friends
(B) To steal money or personal
information
(®) To play online games
(D) To promote movies
50. Which sign often indicates online grooming?
(A) Asking about hobbies
(B) Asking for private photos or secrets
(®) Sending memes
D) Talking about school
51. Fake giveaway scammers usually ask
victims to:
(A) Pay a "processing fee"
(B) Take free gifts
(®) Visit a park
D) Join a study group
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52. Which cyber-crime involves cloning ATM or  52.
credit card information?
(A) Cryptojacking
(B) Skimming
€ Cyber bullying
D) Doxxing

53.  Interpol's "Purple Notice" is issued to: 53.
(A) Arrest criminals without warrants
(B) Monitor missing children
€ Issue travel restrictions
D) Share information on new cyber-

crime techniques

54.  One of the major tools used by scammers  54.

in digital arrest fraud is:

(A) Online news channels

(B) VPN discount coupons

C) Remote desktop apps and video
calls pretending to be police

D) Photo editing filters

55.  According to FBI IC3 reports, which attack ~ 95.
causes the highest financial loss
worldwide?

(A) Cryptocurrency mining

(B) Social media hacks

€ Game account hacking

D) Business Email Compromise (BEC)

56. Which IPC section is frequently used in  96.
online harassment and defamation
cases?

(A) IPC 509 /499
(B) IPC 302
©) IPC 144
D) IPC 118
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57. What should you do first if you or someone
you know is cyberbullied?
(A) Retaliate with mean comments
(B) Ignore it completely
(®) Delete your account immediately
D) Save evidence and report to a
trusted adult or authority
58. Which is a sign that a website is secure for
transactions?
(A) It has colorful ads
(B) It opens on full screen
(@) It has a lock icon and 'https' in the
address bar
D) The URL starts with 'http'
59. Which of the following is an example of
cyberstalking?
(A) Writing online blogs
(B) Sending a job offer
(®) Repeatedly messaging someone
despite them asking to stop
D) Playing games together
60. Why is personal information valuable in the
digital world?
(A) It can be sold or misused for fraud,
identity theft, or scams
(B) It helps in watching movies
(®) It increases internet speed
D) It gives access to free shopping
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